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Beslut
Socialndmnden godkénner verksamhetsberittelse per deldr och prognos for helar 2025.

Socialndmnden delger kommunstyrelsen och kommunfullmiktige verksamhetsberittelsen och
socialnimndens beslut.

Protokollsanteckning

Kajsa Lottasdotter (S), Jonas Andersson (S), Birgitta Berntsson (S) och Marie Davidsson
(V) lamnar en protokollsanteckning med foljande innehall: Socialndmnden prognostiserar i
nuldget ett Gverskott pa 25,3 miljoner kronor. Vi stéller oss fragande till den upprepande
malsdttningen om att nd en ekonomi i balans. Balans, menar vi, ar att striva mot noll, att
ekonomin gar jamnt ut. Det finns vad vi kdnner till inga avkastningskrav i socialnimndens
budget. Istéllet for att anvinda tilldelade medel och dverskott till att stirka verksamheten,
gora extra satsningar och utveckla ndmndens olika verksamhetsomraden, ar det idel
effektiviseringar och aterhallsamhet som ndmns under punkten som beror atgarder (6.2). Vi
vill se en annan inriktning nir det giller att ta ansvar for att vara invanares pengar gér till
verksamhet, inte som ett Gverskott som anvinds till... ja, vi vet knappt vad.

Ordforande medger att protokollsanteckningen antecknas till protokollet.

Sammanfattning av arendet

Som en del i kommunens uppfoljningsprocess gors varje ar en verksamhetsberittelse per deléar
och prognos for helédret. Dér f6ljs ekonomi, mal, inriktningar och uppdrag upp.

Socialndmnden prognostiserar en positiv avvikelse om 25,3 miljoner kronor vilket dr en
forbittring jimfort med juniprognosen om 0,3 miljoner kronor. Overskottet beror framfor allt
pa statsbidrag samt ett ldgre antal belagda platser inom vérd- och omsorgsboende &n vad som
budgeterats. I prognosen ar inte nimndens omstillningsreserv om 3,8 miljoner kronor
framlyft som ett 6verskott.

Prognosen for arets investeringar uppgar till 2,3 miljoner kronor vilket dr 1,7 miljoner kronor
lagre &n budgeterade anslag.

I Verksamhetsberiittelse delar och prognos for helar 2025 socialndmnden redovisas
prognoser, avvikelser, vidtagna dtgarder samt méluppfoljning for 2025.
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Pé en dvergripande niva prognostiseras ett dverskott inom socialndmndens ansvarsomrade.
Déremot finns underskott inom verksamheten funktionsstod. Med syftet att samtliga
verksamheter ska nd ekonomisk balans pagér ett arbete for att ta fram atgéarder for en ekonomi
1 balans.

Beslutsunderlag

e Tjinsteskrivelse 22 september 2025
e Verksamhetsberittelse deldr och prognos for heldr 2025 socialndmnden
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Socialnamndens verksamhetsberittelse delar och prognos for
helar 2025

Forslag till beslut

Socialndmnden godkinner verksamhetsberittelse per delar och prognos for
helar 2025.

Socialndmnden delger kommunstyrelsen och kommunfullméktige
verksamhetsberittelsen och socialndmndens beslut.

Sammanfattning av arendet

Som en del i kommunens uppf6ljningsprocess gors varje ar en
verksamhetsberéttelse per delar och prognos for helaret. Dar f6ljs ekonomi,
mal, inriktningar och uppdrag upp.

Socialndmnden prognostiserar en positiv avvikelse om 25,3 miljoner kronor
vilket dr en forbattring jamfort med juniprognosen om 0,3 miljoner kronor.
Overskottet beror framfor allt pa statsbidrag samt ett ligre antal belagda
platser inom vérd- och omsorgsboende &n vad som budgeterats. I prognosen
ar inte nimndens omstéllningsreserv om 3,8 miljoner kronor framlyft som
ett dverskott.

Prognosen for arets investeringar uppgér till 2,3 miljoner kronor vilket &r
1,7 miljoner kronor lidgre dn budgeterade anslag.

I Verksamhetsberdttelse delar och prognos for helar 2025 socialndimnden
redovisas prognoser, avvikelser, vidtagna atgiarder samt maluppfoljning f6r
2025.

Pé en dvergripande niva prognostiseras ett overskott inom socialnimndens
ansvarsomrade. Ddremot finns underskott inom verksamheten
funktionsstod. Med syftet att samtliga verksamheter ska nd ekonomisk

balans pagér ett arbete for att ta fram atgirder for en ekonomi i balans.

Ekonomiska konsekvenser

Arendet redovisar ekonomiska prognoser, avvikelser och vidtagna atgirder

12)
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Beslutsunderlag

e Tjinsteskrivelse 22 september 2025
e Verksamhetsberittelse delar och prognos for helar 2025

socialnimnden
Pia Alhall Oskar Nilsson
Kommundirektor Ekonomichef
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1. Kommundirektoren om 2025

Sverige befinner sig i en ldgkonjunktur som ser ut att bli mer l&ngvarig dn vad
tidigare prognoser visat. Detta samtidigt som det rader stor osékerhet kring
inflationen. Befolkningstillvixten har mattats av, barn utgdr en allt mindre andel
av befolkningen samtidigt som andelen dldre 6kar. Det sdkerhetspolitiska ldget 1
vérlden dr dessutom mer osékert &n pa linge.

I detta ldge ar det gladjande att Harryda kommun &r forhallandevis vél rustad. Vi
har en stabil finansiell stillning och kvaliteten i véra verksamheter dr verlag god.
Ar 2025 tog kommunen en andraplats i Dagens Samhiilles ranking Arets
Superkommun och vi har placerat oss bland de tre frimsta de senaste fem aren.
Den samlade prognosen for kommunen 2025 uppgar till 163,8 mnkr, vilket &r
60,5 mnkr bittre &n budgeterat.

Nu handlar det om att forbereda oss for framtiden. Med en avmattande
befolkningstillvéxt och en fordndrad aldersstruktur behdver vi rusta oss for nya
forutséttningar. I ett ldge dér ekonomin inte vixer maste vi fokusera pé att
leverera rétt kvalitet till ratt kostnad och anvédnda véra investeringsmedel pé ett
klokt sitt. Genom att arbeta mer tillsammans och se dver vara gemensamma
processer 1 hela forvaltningen skapar vi béttre forutsattningar for detta. Ett viktigt
verktyg ar att fortsatt utveckla Al och digitalisering. Dessa fragor star hogt pa
agendan och genom att prioritera dem lidgger vi grunden for en fortsatt god
ekonomi och goda resultat 1 véra verksamheter.

2.Styrmodell

Kommunens vision och forhallningssatt

Verksamhetens grunduppdrag

Malstyrning
Prioriterade mal, inriktningar
och uppdrag
Prioriterade fragor
i utvecklingsarbetet

Styrmodellen innehaller féljande delar:
Vision: Hirryda — hiir vigar vi!

I Harryda kommun bygger vi framtiden. Hér har ménniskor och foretag mojlighet
att vixa och blomstra. Hir lyfter idéer och landar 16sningar som haller for
kommande generationer.

Vira ledord: mod, nytinkande, handlingskraft
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Forhallningssitt

I Harryda kommun har vi ett gemensamt forhallningssétt som uttrycker hur vi vill
vara och agera pa jobbet, for att gemensamt forflytta kommunen mot visionen.
Genom vart forhéllningssatt paverkar vi upplevelsen av Harryda kommun.

"Varje dag gor vi motet med Harryda kommun enkelt. Vi dr engagerade, ser
mojligheter och skapar 16sningar. Vi dr kompetenta, professionella och 6ppna for
olika perspektiv. Vi provar nya idéer och vill alltid bli béttre. Tillsammans
astadkommer vi mer"

Verksamhetens grunduppdrag

Verksamhetens grunduppdrag avser uppdrag enligt lagstiftning, samt statliga och
kommunala styrdokument. Grunduppdraget ska beskriva varfor verksamheten
finns, vad den ska gora och for vem. Grunduppdraget ar relativt bestandigt dver
tid.

Ekonomiska ramar, prioriterade mal och kvalitet

Politikerna, inom parti, block eller annan gruppering utarbetar en strategisk plan
som antas av kommunfullméktige. Den strategiska planen beskriver det som
politiken vill &stadkomma under mandatperioden, bade vad géller kommunens roll
som serviceorganisation och rollen som demokratiaktor/samhéllsutvecklare.

Den arliga budgeten utgér fran den strategiska planen och ska ge konkretiseringar,
frimst med fokus pa serviceuppdraget. Budgeten som faststélls av
kommunfullmiktige anger ekonomiska ramar och prioriterade maél, inriktningar
och uppdrag. Utifran detta utarbetas nimndspecifika verksamhetsplaner dir dven
kvalitetsindikatorer ingér for att beskriva kvaliteten 1 grunduppdrag och
inriktningar.

2.1 Planerings- och uppfdljningsprocessen

Den strategiska planen

Den langsiktiga inriktningen for kommunen utrycks i den strategiska plan som
antas av kommunfullméktige. Det dr politikerna, inom parti, block eller annan
gruppering som tar fram planen och den beskriver det som politiken vill
astadkomma under mandatperioden.

Budget, mal och inriktningar

Den strategiska planen kompletteras med ett arligt beslut om budget, mal och
inriktningar pd en kommunovergripande niva. Hér pekas det som ar sérskilt
viktigt kommande ar ut. Beslut om detta fattas av kommunfullméktige 1 juni varje
ar dir dven ekonomiska ramar for nimnderna faststélls. Utifran
kommunfullméktiges strategiska plan och arliga budgetbeslut utarbetar
kommunens ndmnder budget, mal och inriktningar for sitt verksamhetsomrade.
Diér framgar de sérskilt prioriterade malen for aret.

Verksamhetsplan

Forvaltningen far 1 uppdrag att utarbeta forslag till verksamhetsplan som beskriver
sa vl verksamhetens grunduppdrag som hur verksamheten ska arbeta med de
sérskilt prioriterade malen. I verksamhetsplanen fordelas ocksé budgetanslag per
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sektor och verksamhetsomrade. Verksamhetsplanerna faststélls av kommunens
ndamnder 1 december och delges darefter till kommunfullmaktige.

Verksamhetsberidttelse, bokslut och ekonomiska rapporter
Uppf6ljning av verksamhetsplanerna gors genom:

e Verksamhetsberittelse per 31 december, dir det sker en fordjupad
uppfo6ljning av ekonomi, grunduppdrag och prioriterade mal.

e Delarsbokslut per 31 augusti, dér det sker en uppfdljning av ekonomi,
grunduppdrag och prioriterade mal.

e Fyra ekonomiska rapporter med prognoser.

Detta innebér att kommunstyrelsen och kommunens ndmnder far en samlad
uppfoljning av verksamheterna tva ganger per ar. Dessutom rapporteras vissa
resultat och uppfoljningar separat. Kvalitetssékring av grunduppdragen sker dér
till kontinuerligt med hjélp av kvalitetsindikatorer och andra nyckeltal som
redovisas till respektive namnd.
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3. Kommungemensamma prioriterade
omraden

I detta avsnitt beskrivs 6vergripande uppfoljning av arbetet med de omradden som 1
verksamhetsplanen for 2025 pekats ut som kommungemensamma strategiska
omraden. Alla sektorer och verksamheter ska arbeta med dessa omrdden och
utvecklingsarbetet samordnas gemensamt i forvaltningen.

De sex omradena ér digital utveckling, hallbar utveckling, kompetensforsérjning,
néringsliv, trygghet och systematisk kvalitetsuppfoljning.

Enligt reglementet dr det kommunstyrelsen som har huvudansvaret for dessa
overgripande frdgor, men eftersom fragorna ocksé ska genomsyra och prégla
samtliga verksamheter beskrivs de dven i nimndernas respektive
verksamhetsberéttelse.

3.1 Digital utveckling

I Harryda kommun definieras digitalisering som en metod dér digitala I6sningar
anvénds for att utveckla och stdlla om med fokus pé effektivitet och innovation.
Digitalisering har en unik potential att leverera effektiv service till kommunens
invanare och néringsliv. Genom att anvinda innovativ teknik, sdsom artificiell
intelligens, kan kommunens kérnverksamheter skapa nya sétt att effektivisera
processer och diarigenom 6ka kvalitet och utveckling. Det finns ett tvarsektoriellt
digitaliseringsrad for att 6ka tempot i den digitala omstéllningen samt sikerstélla
en tydlig samordning av kommungemensamma initiativ.

Ett sdrskilt fokus pa Al (artificiell intelligens) har skapat mojligheter att
effektivisera kommunens verksamheter. Flera initiativ har genomforts 1 syfte att
hdja kommunens formaga att ta tillvara de mojligheter som Al kan erbjuda. Bland
annat har forvaltningen breddlanserat ett nytt Al-verktyg som heter Intric.
Fordelen med det nya verktyget, i forhédllande till andra Al-assistenter, &r att Intric
—utdver att vara en generativ assistent — kan anvindas for att skapa unika
assistenter som himtar information endast fran fordefinierade kéllor. Exempel pa
Harrydaspecifika Al-assistenter dr socialtjdnstens assistent, som svarar pa fragor
om nationella och kommunspecifika regler och rutiner kopplade till basal
vardhygien, samt ekonomifunktionens konteringsassistent. For att vigleda,
stimulera och stddja verksamheterna och alla medarbetare i att uppticka Al-
teknologi finns det inom forvaltningen 40 Al-ambassadorer.

En effektiv forvaltning innebir ocksa att en stor del av kommunens processer kan
hanteras digitalt av medborgare och foretag. Antalet drenden 1 systemet 6kade
under 2024 med 20%, vilket visar att invdnarna 1 allt storre utstrackning véljer
digitala 16sningar. Kommunen har nu 257 e-tjdnster i drift som underléttar
vardagen for medborgare, fortroendevalda och foretag. For att effektivisera arbetet
byggs integrationer mellan kommunens plattform for digitala tjanster och olika
verksamhetssystem.

Arbetet med att utveckla det kommungemensamma Mina sidor” har fortsatt
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under dret. Mina sidor dr en fOrutséttning for “en vég in” till kommunens digitala
service. Genom att ansluta kommunens olika verksamheter och system kan det
digitala motet forenklas, sé att invénaren sjélv kan utfora och folja sina drenden pa
en och samma plats.

En kostnadseffektiv och andamalsenlig digitalisering bedrivs bést i samverkan —
bade internt och med regionala och nationella aktdrer. Kommunen ar aktiv i GR:s
digitaliseringsnédtverk och kommundirektoren ar ordférande for
Goteborgsregionens innovationsarena, vars syfte ér att utforska hur vilfardens
utmaningar kan mdtas med hjilp av Al. Vidare &r kommunen ansluten till
samtliga initiativ inom ramen for SKR:s handslag for digitalisering. Ett exempel
ar inforandet av siker digital kommunikation (SDK), vars syfte ar att mdjliggora
digital kommunikation mellan olika myndigheter. Idag dr den hinvisad till post
eller fax.

3.2 Hallbar utveckling - Agenda 2030

For det 6vergripande hallbarhetsarbetet har den ariga uppfoljningen av det
Hallbarhetsstrategiska programmet uppdaterats. Ett antal nya indikatorer tillkom i
syfte att béttre visualisera forvaltningens forflyttning mot malen.

Okad killsortering och cirkulira fléden vilka for 2025 ir sirskilda spetsomréden
for genomforande under aret har pagatt. Bland annat genom en inventering av
vilka skolor och forskolor som infort klassrumsnéra kéllsortering. Inom
forskoleverksamheten har en arbetsgrupp tagit fram ett forslag for implementering
vilken dr under genomforande. Fastighetsfunktionen har fokuserat pa att
identifiera material och produkter som &r ldmpliga for cirkulering samt fortsatt
utveckling av det cirkuldra mobelflodet. Inom moblelflédet har stod till
verksamheter vid inkdp forstarkts samt att arbete for att 6ka renovering och
omtapetsering av befintliga mdbler. Inom ramen for cirkuldra moébler har dven
centralt stod for gestaltning forstirkts. Kommunen har dven utforskat
samverkansmojligheter for 6kat dterbruk, redesign och lagning av kommunens
textilier.

Pojektet Ortsbaserat utvecklingsarbete Révlanda &r inne pa sista aret och ska
avslutas den 31 december 2025. Initiativ har tagits for 6kad delaktighet, 6kad
trivsel och trygghet genom bland annat samverkan mellan skola och
vardnadshavare, forbattring av lokala miljder, nédringslivs nitverk, medverkan vid
Révlandadagen med mera.

Under aret har insatser gjorts for att sikerstilla att den struktur som skapats for att
identifiera och tillgodose behov 1 Rdvlanda som ror delaktighet, trygghet och
trivsel, kan fortleva efter projektets avslut. Dialog férs med Samhéllsféreningen 1
Révlanda om former for hur foreningen kan fa en tydligare roll i det ortsbaserade
arbetet efter projektets avslut.

Genom bland annat kunskapshdjande instanser pagar ett aktivt arbete for att
forbattra den psykiska hdlsan i kommunen. Syftet &r att 6ka medvetenheten om
psykisk hélsas paverkan och 6ka kdnnedomen om tillgénglig hjélp och stod, samt
minska stigmat kring psykisk ohidlsa genom 6kad kunskap. Satsningen ligger i
linje med den nationella strategin for psykisk hilsa och suicidprevention.
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En tvérsektoriell arbetsgrupp har planerat och genomfor under hdsten en
temamanad; ”Det handlar om livet — Hérryda for psykisk hélsa”. Ett femtiotal
programpunkter i form av foreldsningar, forestillningar, 6ppet hus och workshops
arrangeras pa olika orter samt digitalt. Programpunkterna belyser &mnet psykisk
hélsa utifran olika perspektiv och riktar sig till den som sjélv dr drabbad av
psykisk ohélsa, dr anhorig eller till den som vill 6ka kunskapen om vad man kan
gora for att bibehélla sin psykiska hilsa. Familjehuset och Kreativt center har
Oppet hus och féltgruppen har psykisk hilsa som tema pa sitt instagramkonto
under perioden.

Inom grundskolan arskurs 8 erbjuds metoden Y AM- youth aware of mental
health. Metoden syftar till att 6ka ungas kunskap om psykisk hilsa, ge verktyg att
hantera psykisk ohédlsa samt kunskap om vart man kan védnda sig for stoéd och
hjilp. Tvé nya ledare har utbildats under varen. Under viren har YAM genomforts
for 13 klasser pa Ekdalaskolan, Batsmansskolan, Rédvlandaskolan och
Onnerddsskolan. Arbetet fortsitter under hosten. I de ligre klasserna har
materialet Livsviktiga snack i1 skolan inforskaffats till ytterligare tre skolor.
Livsviktiga snack i skolan dr ett material som tagits fram av organisationen
Suicide zero som syftar till att utgora ett underlag for lektioner dér samtal, lekar
och spel genomfors dér eleverna trinas i att sétta ord pa sina kénslor.

Utbildningsinsatser for medarbetare inom forvaltningen har inte erbjudits pa
samma sétt som tidigare ar. Orsaken dr att metoden MHFA (mental health first
aid) &r en tidskrdvande utbildning och att verksamheterna signalerat svérigheter
att frigéra personal och prioritera utbildningen. Det finns MHFA-ledare som é&r
utbildade och som kan halla utbildningar pa begéran fran verksamheterna. Som ett
alternativ till MHFA har flera andra utbildningsalternativ publicerats pé
forvaltningens intranét.

Hérryda kommuns plan for fossiloberoende forvaltning reviderades inte for 2025.
Forvaltningen har fortsatt genomfora aktiviteter frdn planen och vilket innefattar
bland annat omstéllning av fordonsflottan, energieffektiviseringar samt arbete for
minskat matsvinn. Kommunen har dven fokuserat sitt klimatarbete inom projektet
”Klimatneutrala Harryda kommun 2030, som dr en del av det nationella
innovationsprogrammet Viable Cities. Under forsta delen av 2025 har arbete
pagatt for att sétta upp en projektorganisation samt konkretisering av kommunens
gap mellan nulige och klimatneutralitet. Inom projektet har &ven en regional
samverkan skapats mellan de sju kommuner i Vistra Gotaland som deltar 1 Viable
Cities.

3.3 Kompetensforsorjning

Arbetet med kompetensforsorjning syftar till att sdkerstélla att organisationen har
ritt kompetens pa ritt plats vid rétt tidpunkt. Arbetsgivaren behover attrahera och
rekrytera ritt kompetens, behalla, tillvarata och utveckla den kompetens som finns
samt stélla om och avveckla kompetens pa ett bra sitt.

Organisationen behover fortsitta arbeta aktivt, strategiskt och operativt med att
skapa basta mojliga forutsittningar for héllbara medarbetare som kan leverera
service och stod med god kvalitet till de som bor, verkar och vistas i kommunen.
Det personalpolitiska programmet &r en viktig del i arbetet att bygga en
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gemensam stadig grund for alla medarbetare i kommunen.

Sveriges kommuner och regioners (SKR) nio strategier for kompetensforsorjning
och ARUBA-modellen (Attrahera, Rekrytera, Utveckla, Behélla och Avveckla)
ligger till grund for arbetet med att ta stillning till lokala aktiviteter och strategier.
Under 2025 har vi valt att fokusera pa omradena utveckla och behélla. Dessa
omraden har valts ut med hénsyn till de omorganisationer som dgt rum under
2024.

Inom utveckla och behélla har vi ett sarskilt fokus pa ledarskap. For att stiarka
ledarskapet har det genomforts savil foreldsningar som utbildningstillfdllen,
sasom chefsdagar, chefsfrukost och workshops. Exempel pa detta &r tva
chefsfrukostar som handlade om "chefens vilmaende som nyckel till framgang"
och "att hantera framtidens komplexa utmaningar". Det har ocksa genomforts
workshops om “effektiv rekryteringsprocess” och “hantering av misskotsamhet”,
med maélet att ytterligare stirka ledarskapet.

Under véren har ett nytt koncept for medarbetarundersokning lanserats.
Medarbetarundersokningen ér en del 1 att kartldgga och ge underlag for
arbetsmiljoarbetet. Att tillsammans arbeta for att utveckla forutsittningarna for ett
hallbart arbetsliv sikrar kommunens effektivitet pé sikt. Fran 2025 jobbar vi med
ett upplagg bestaende av tva delar, en undersdkning av den organisatoriska och
sociala arbetsmiljon (OSA) och en enkét med fokus pa hallbart
medarbetarengagemang (HME).

3.4 Naringsliv

Arbetet for att utvecklas mot att varaktigt bli Sveriges bésta néringslivskommun
ar langsiktigt och uthalligt. Naringslivsfragorna dr hela kommunens angeldgenhet
och det systematiska och strukturella arbetet med néringslivsfragorna ska fortsétta
att vidareutvecklas. Det ndringslivsstrategiska programmet och niringslivspolicyn
utgdr fortsatt grundldggande styrdokument. Kommunen blev i februari utsedd till
Arets Tillvixtkommun pa Fastighetsgalan, ett kvitto p4 att Aiven i utmanande tider
arbetar Hiarryda kommun uthalligt och med framétanda for att forbattra och
underldtta samverkan mellan néringsliv och kommun. Det skapar goda
forutséttningar for bade bostadsbyggande och nya verksambheter.

Samverkan mellan néringslivsfrdgorna och samhillsplaneringsprocesserna ér
centralt i det fortsatta utvecklingsarbetet. Platsutveckling ar kittet mellan flera
omraden i kommunen sdsom trygghetsskapande atgérder i det brottsforebyggande
arbetet, utformning av attraktiva strdk samt kultur- och evenemang. En viktig del
for att skapa trivsamma, trygga och attraktiva centrum.

Naringslivsperspektivet ska komma med i tidiga skeden i planidrenden och annan
verksamhetsplanering i kommunen. Trycket pa att etablera sig i kommunen &r
stort och det stéller krav pé att ta fram mer mark for ndringslivet samt matcha
tillgdnglig mark med olika aktorer. Det har varit ett antal "forsta spadtag" i
kommunen under &ret som kommer skapa hundratals arbetstillfdllen pé olika
platser i kommunen.

Arbetet med att skapa intresse for besoksnéringen i kommunen och goda
forutséttningar for verksamheterna pd Rada Siteri har givit resultat. Under véren
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genomfordes Varkanslor pd Rada Siteri som blev succé och foljs upp av
arrangemangen Sensommar pa Rada i september samt Jul pa Réda i december.
Glddjande ér ocksd att Hjortviken Country Club 6ppnade i januari samt att
Signum fick tva stjdrnor 1 Guide Michelin. De skapar ménga arbetstillfdllen och
satter kommunen pé kartan for besokare.

En néra dialog med foretagen i kommunen &r en central del 1 arbetet med ett gott
foretagsklimat och for att n4 kommunens mal att varaktigt vara nummer ett.
Forutom de manadsvis 16pande foretagsbesoken genomfordes under maj en
foretagsbesoksdag da 43 politiker och tjanstemédn besokte 30 foretag.
Naringslivsenhetens natverkstraffar, Harrydafrukost, har blivit mycket populéra
och sjilvklara moétesplatser for foretagare och beslutsfattare i kommunen. Det
kommer 1 snitt 75 deltagare och fram till och med forsta veckan i september sa har
fyra Harrydafrukostar genomforts samt Néringslivskvillen i borjan av mars. I och
med kommande planering och projekt i kommunen sé har flertalet méten med
fastighetsigare och verksamheter i kommunens olika centrum genomforts.

3.5 Trygghet

Trygghet ér ett av de omradden som involverar hela forvaltningen och som kriaver
bade langsiktiga insatser och konkreta atgirder 1 nuet. Samverkan mellan olika
sektorer dr avgdrande for att nd mélen. Arbetet med att oka tryggheten &r nédra
kopplat till det brottsforebyggande arbetet, dir ménga atgérder dven har
trygghetshdjande effekter. Kommunen har enligt lagstiftningen ett sérskilt ansvar
med konkreta skyldigheter, vilket inkluderar att kartldgga brottslighetens
omfattning och konsekvenser, analysera orsaker och utarbeta en atgérdsplan for
att forebygga brott. En utvecklingsledare med inriktning pé brottsforebyggande
arbete samordnar detta arbete.

Lopande samverkan med Polismyndigheten &r viktig for att skapa forutséttningar
for effektiva insatser, god ndrvaro och gemensamma lagesbilder. Ordningsvakter
har regelbunden nirvaro i Mdlnlycke och Landvetter centrum enligt beslutade
LOV3-omraden, med syftet att 6ka tryggheten for de som vistas i kommunens
centrumdelar. Omradesbevakningen har en brottspreventiv effekt och fungerar
dven relationsbyggande for att stirka tryggheten. Utdver ordningsvakter anviands
aven viktare for att bevaka kommunens fastigheter 1 alla kommundelar.
Omfattningen och prioriteringarna av bevakningen justeras utifran rapportering,
1akttagelser och den radande lagesbilden. Trygghetsvandringar med representation
fran forvaltning, Polismyndigheten och bostadsbolag genomfordes i
bostadsomrddet Siteriet samt 1 Hindds centrum under forsta kvartalet.

Harryda kommun deltar i polismyndighetens trygghetsmitning for att kunna
kartldgga invanarnas upplevda trygghet. Trygghetsundersokningen genomfordes
under april till maj. Resultatet av undersdkningen kommer att analyseras under
hosten for att resultera i en orsaksanalys och atgirdsplan, vilka inkluderas 1
kommunens lagstadgade ldgesbild 6ver brottslighet och trygghet.

3.6 Systematisk kvalitetsuppfoljning

Med utgangspunkt i dagens demografiska ldge dr systematisk kvalitetsuppf6ljning
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an viktigare. Mindre barnkullar, marginellt fler i arbetsfor alder och en 6kning av
dldre bidrar till att arbetet kommer behdver stillas, samtidigt som kvaliteten ska
sakras och bibehéllas. Systematisk kvalitetsuppfoljning beror hela forvaltningen
och dr en strategisk och dvergripande fraga som fortsatt kréver tvéarsektoriellt
arbete.

Kwvalitet ar en integrerad del i kommunens styrmodell och utgor en av viktig del 1
planering- och uppfoljningsprocessen. Arbetet med systematisk
kvalitetsuppfoljning pagar stindigt 1 forvaltningens verksamheter kopplat till
forvaltningens huvudprocesser, exempelvis inom ramen for skolans systematiska
kvalitetsuppfoljning och sektorn for socialtjénst arbete med systematiskt
kvalitetsarbete enligt Socialstyrelsens foreskrifter och allménna rdd SOSFS
2011:9.

En arbetsgrupp startade under 2024 med uppdrag att utveckla samordningen och
systematiken 1 kvalitetsarbetet, forvaltningsgemensamma metoder och arbetssatt
samt att skapa forbéttrad rapportering avseende resultat, analys, atgérder och
uppfoljning. Utgangspunkten 1 arbetet dr kvaliteten 1 grunduppdragen.
Arbetsgruppen har under 2025 varit vilande, detta i samband med
genomlysningen av kommunstyrelsens verksamheter och efterfoljande
omorganisation. En omstart behdvs utifran de fordndrade forutséttningarna som
omorganisationen skapat.

Ett arbete som ror systematisk kvalitetsuppfoljning ér forvaltningens arbete med
att ta fram analysrapporter med fokus pé kvalitet, volym och kostnader. Arbetet
har sin utgédngspunkt i analysrapport av nettokostnadsavvikelser inom
dldreomsorgen som tidigare tagits fram och som nu vidgas till att omfatta volym,
resurs, kvalitet och effektivitet.
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4.Mal, inriktningar och uppdrag

4.1 Mal for god ekonomisk hushallning

Malen f6r god ekonomisk hushallning 1 Harryda kommun ska medverka till att
varje generation tar ansvar for sin konsumtion av kommunal verksamhet och
efterlamnar miljomassiga, sociala och ekonomiska forutséttningar som dr minst
lika goda som vid Gvertagandet.

4.1.1 Verksamhetsmadl for god ekonomisk hushdllning

Kommunfullméktige har faststillt fyra verksamhetsmal f6r god ekonomisk
hushallning. Mélen avser bostadsbyggande, forskoleverksamheten, grundskola
och gymnasiet samt bostidder for dldre och personer med funktionsnedséttning.
Nedan redovisas faststéllda verksamhetsmal for styrelsens/ndmndens
ansvarsomraden med forvaltningens bedomda maluppfyllelse.

4.1.1.1 Det finns bostdder av god kvalitet och god tillgdnglighet for dldres
och funktionsnedsattas bedomda behov

Delvis uppfyllt

Malet prognostiseras bli delvis uppnatt. Det finns bostéder av god kvalitet och
med god tillgdnglighet for bade dldre och personer med funktionsnedsittning men
antal personer som behdver vénta pa verkstillighet ldngre &n tre manader
forvintas oka nagot jamfort med tidigare ar. Bland annat finns ett hogt soktryck
pa vard- och omsorgsboende fran personer som bor i annan kommun. Det har
varit en hog beldggningsgrad med fa lediga platser pa kommunens vard- och
omsorgsboenden. Forvaltningen har hanterat detta genom att stirka insatser i
ordinért boende.

Beréknat behov av bostad for mélgrupperna framét foljer prognos i
lokalresursplaneringen.

Indikator/matt Utfall Utfall Utfall Prognos
2022 2023 2024 2025
Antal ej verkstallda beslut inom tre manader
. 9 3 5 10
avseende vard- och omsorgsboende
Behov av vard- och omsorgsboende, personer 267 300 304 315
I?eraknatu behov av bostad for funktionsnedsatta 11 116 116 120
over 19 ar, personer
Antal e]j verkstallda beslut inom tre manader
. . 4 4 1 2
avseende bostad med sarskild service
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4.2 Namndens mal och uppdrag

4.2.1 Socialnimnden overgripande

4.2.1.1 Antalet elever med problematisk skolfranvaro ska minska

Samarbetet mellan sektorn for socialtjanst och sektorn for utbildning, kultur och
fritid &r en central del av arbetet for att skapa en helhetslosning for elever med
komplexa behov. Utover att arbeta med elever med en franvaro pa 75—100 procent
har nirvaroteamet riktat sina insatser mot skolor med en generellt hog franvaro.
Narvaroteamet riktar en del av insatserna utifran en geografisk uppdelning dér
respektive skola har en kontaktperson fran nérvaroteamet som stod i
ndrvaroarbetet ute pa skolan.

Teamet har dven arbetat med insatser utan behovsprovning och drenden med légre
skolfranvaro dn 75 procent i syfte att bryta franvaromdnstret s tidigt som majligt.

Utover den geografiska uppdelningen omfattas Ravlandaskolan,
Landvetterskolan, Fagerhultsskolan och Ekdalaskolan av mer specifika insatser.
Genom att fokusera pa dessa skolor har teamet kunnat erbjuda mer intensivt stod
och riktade atgérder for att 6ka kunskapen kring skolnérvaro.

I nuldget arbetar teamet med 19 elever i arskurs 4-9, varav 6 i mellanstadiet och
13 1 hogstadiet. Konsfordelningen mellan dessa elever dr jamn. Mer dn hélften av
eleverna har neuropsykiatriska diagnoser eller liknande symtom,
angestproblematik och undvikande beteenden. Flera har kontakt med BUP eller
Ungas Psykiska Hélsa. Nérvaroteamet triaffar regelbundet 14 av dessa elever.

Genom att fokusera pa skolor med generellt sett hogre franvaro har teamet kunnat
erbjuda intensivt stod och riktade atgérder for att 6ka kunskapen kring
skolnérvaro. Detta ldngsiktiga arbete foljs noggrant for att sdkerstilla varaktig
Okning av nérvaron. Elever med hog franvaro under hosten 2024 och varen 2025
foljs upp for att forbattra deras nérvaro.

For att folja upp effekten av niarvaroteamets insatser har en utvarderingsenkét
skickats till berorda rektorer. Den pagéende analysen visar ett behov av att
ytterligare utveckla teamets insatser och samarbetet med berdrda skolor och
elevhélsoteam, for att 1 hogre grad uppna maélet med fullfoljda studier.

4.2.1.2 Inriktningen dr att fortsdtta arbetet med utveckling av systematisk
kvalitetsuppfoljining som paborjades 2023 med inrviktning pad vdard- och
omsorgsboende (vabo), och utvecklas under 2024-2025 for att kompletteras
med fler verksamhetsomrdden.

Under 2025 har kvalitetsuppfoljningar genomforts med hjélp av extern kompetens
inom bade hemtjinst och LSS-boenden. Uppfoljningarna fardigstilldes som

rapporter och blev klara i september manad. Dessa kommer att redovisas for
socialndmnden respektive kommunstyrelsen i november manad.

Sammanfattningsvis har uppfoljningarna visat att det finns en god foljsamhet till
standarden SS 877001:2021 for LSS-verksamheterna samt kvalitetskriterierna for
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hemtjanstens verksambhet.

4.2.1.3 Inriktningen dr att all verksamhet ska byggas pa relevant forskning
och beprévad erfarenhet.

Ett av médlen med den nya socialtjénstlagen dr att socialtjdnsten ska vara
kunskapsbaserad och vila pa vetenskap och beprovad erfarenhet.

Under éret har sektorn bland annat fokuserat pa att genomfora individbaserad
systematisk uppfoljning (ISU) 1 alla verksamhetsomraden. ISU innebér att
brukares behov, insatser och resultat dokumenteras och mats, for att sedan
sammanstéllas pd gruppniva. Syftet &r att skapa kunskap som kan anvédndas for
analys, verksamhetsutveckling och kvalitetsarbete. Inom verksamhetsomradet
barn och familj pagér en ISU som f6ljer upp insatser utan behovsprovning genom
att dokumentera familjernas situation fore och efter insatsen. Inom hemtjansten
sker uppfoljning av den nationella brukarundersdokningen "Vad tycker de dldre om
dldreomsorgen?" med fokus pa bland annat bemotande, trygghet och delaktighet 1
den individuella genomfrandeplanen. Resultatet anvinds for att i
arbetsgrupperna gemensamt ta fram arbetssitt for att bibehélla positiva resultat
och forbattra andra resultat. Inom funktionsstéd har boendestddet, via en ISU,
foljt upp antalet avbokningar och anledningen till avbokningen med syfte att
utveckla ett mer strukturerat arbetssétt for att minska antalet avbokade besok.

Sektorn deltar ocksa i flera forskningsstudier. Exempel dr studien Utredningar i
svensk barnavard: Gor Signs of Safety nadgon skillnad?, som belyser interaktionen
mellan socialsekreterare, barn, fordldrar och nitverk. Barn och familj &r dven del
av projektet Feedback Informed Treatment (FIT), dér klienternas aterkoppling
samlas in systematiskt for att anpassa och forbéttra insatser. Syftet &r att 6ka
effektiviteten, forebygga avhopp och hoja kvaliteten. Ett annat exempel ér
projektet Leaving Care som syftar till att utveckla metoder for uppfdljning och
utvdrdering av stdd till unga vuxna efter avslutad placering.

Inom hélsa och bistdnd driver tva team arbetet med Kunskapsbaserad utveckling
av insatser for att uppna dnskad nytta och skapa organisatoriskt larande
(KUBINOL), med metodstdd fran FoU i1 Vist.

Inom arbetsmarknadsenheten anvédnds forskningsbaserade metoden
Beskaftigelses Indikator Projektet (BIP) for att stodja manniskor i dvergdngen
fran utanforskap till arbete.

4.2.1.4 Systematisk kvalitetsuppfoljning ska ske pa samtliga verksamheter
oavsett utforare, utifran uppstdllda kvalitetskrav. Ddr sa dr mojligt eller det
finns olika utforare, ska det ske med extern kompetens for att fa neutral
jamforelse. Den systematiska uppfoljningen ska folja principen om
uppfoljning - analys — atgdrder som dr rullande pa drsbasis.

Systematisk kvalitetsuppfoljning 1 sektorn for socialtjanst sker pa samtliga
verksamheter pé flera sétt och har utvecklats under 2025. De kvalitetsprognoser

som genomfors samtidigt som den ekonomiska prognoserna sammanfattas numera
for att f4 en helhetssyn pé sektorns kvalitetsarbete. Prognoserna utgor ett underlag
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till kvalitets- och patiensikerhetsberittelsen for halvér respektive helédr. P& helér
lamnar dven sektorns externa utforare in sina kvalitets- och
patientsékerhetsberittelser som delges socialndmnden.

Uppf6ljning av LSS-boenden och hemtjénst med extern kompetens paborjades i
januari och avslutades i september.

Forvaltningen forbereder for att uppfoljning med hjélp av extern kompetens
avseende de omraden i dldrestandarden for vard- och omsorgsboende som inte
foljdes upp 2024, ska starta 1 borjan pa 2026.

4.2.1.5 Kommunen ska fortsdtta utveckla samverkan mellan vard, skola
och socialtjdnst for att erbjuda tidiga insatser for att frimja psykisk hdlsa,
sdrskilt for barn och ungdomar.

Péaborjat
Arbetet med att utveckla samverkan mellan vérd, skola och socialtjénst for att
frimja psykisk hélsa fortsatter. Ett viktigt fokus har varit utvecklingen av
familjecentralerna genom nya lokala samverkansavtal, med mélet att tydliggora

uppdrag, skapa likvardighet och kvalitetssikra verksamheterna. Detta forvintas
bidra till att minska skillnader i hédlsa och livsvillkor.

I avvaktan att en familjecentral etableras i Rédvlanda bedrivs en
familjecentralsliknande verksamhet i anslutning till 6ppna forskolan Réven, dar
socionom finns nérvarande.

Kommunen arbetar dven aktivt med att skapa motesplatser for delaktighet,
integration och forebyggande insatser. Vid Sateriet har Hyresgéstforeningen
upplétit en lokal déar 6ppna forskoleaktiviteter, spraktraning och foridldrastod
kombineras med laxhjalp, fritidsaktiviteter och samarbete med skola och
civilsamhdlle.

Integrationssamordnaren har genomfort flera insatser under viren och sommaren,
bland annat fordldragrupper, aktiviteter for ukrainska mammor och spréktréaning,
vilket starker fordldraskap, integration och barns forutséttningar i skolan.

Pilotprojektet Soc for barn och unga har startat i samarbete med
utbildningssektorn och omfattar undervisning om barns réttigheter, vald i ndra
relationer samt socialtjénstens roll. Syftet dr att 6ka kunskap, motverka
desinformation och stérka barns och ungas fortroende for socialtjdnsten, vilket pa
sikt kan bidra till att fler soker hjélp 1 tid.

Verksamheten i Familjehuset har fortsatt att na foréldrar och ungdomar, bland
annat genom Okad synlighet pa skolplattformen och kommunens hemsida. Ett
oOkat antal ungdomar soker pa egen hand stod fran Familjehuset.

Under perioden har fordldragrupper inom programmen Alla Barn i Centrum
(ABC) samt Trygghetscirkeln genomforts. Verksamhetsomradet har dven
informerat om socialtjdnstens arbete och Familjehusets roll inom vardprogrammet
pa Komvux i Harryda kommun, samt i fordldragrupper som leds av
integrationssamordnaren.

Samverkan sker dven 16pande med Ungas Psykiska Hélsa (UPH), skolor och
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civilsamhélle. Sammantaget skapar dessa insatser forutséttningar for att stirka
fordldraskap, trygga familjerelationer och forebygga psykisk ohélsa hos barn och
unga.

Hérryda framtid, funktionsstdd och Hulebdcksgymnasiet har arbetat med att ta
fram en gemensam framtidsplan. Unga manniskor som inte gar i gymnasiet och
ingér 1 kommunernas aktivitetsansvar for ungdomar (KAA) ska ges mojlighet till
en meningsfull sysselsdttning samt rustas for framtida arbetsliv och eventuell
atergang till studier. Framtidsplanen ger unga struktur, stéd och konkreta verktyg
for att delta i samhélle och skola, vilket bidrar till tidiga och férebyggande
atgirder for att frimja psykisk hilsa.

Omstruktureringen av psykiatriteamet fortskrider med fokus pé att tydliggora
uppdrag och skapa en mer effektiv verksamhet. Aven demensteamets uppsokande
arbete utvecklas for att stirka struktur, roller och samverkan med primérvérden.
Genom detta forvintas insatserna bli mer samordnade och langsiktigt héllbara och
bidra till en och férebyggande vard som stérker psykisk hélsa och livskvalitet.

Fokus for samverkan mellan kommunal priméirvard och funktionsstod har legat pa
att utveckla rutiner for teamtriffar och hilsoundersokningar, dir en arbetsgrupp
nu arbetar fram en gemensam rutin. Ett informationsmaterial specifikt for
malgruppen har tagits fram for att 6ka kunskapen om primérvérden.

Inom funktionsstod har nu ocksé en aktivitetscoach rekryterats med syfte att skapa
meningsfulla och inkluderande aktiviteter.

Uppdraget ska redovisas med presentation péd socialndmndens sammantrade i
oktober och slutredovisas med tjidnsteskrivelse under kvartal fyra.

4.2.1.6 Forvaltningen far i uppdrag att ta fram forslag pa mall for
systematisk kvalitetsuppfoljning av det forebyggande arbetet till ndmnden.
Den systematiska uppféliningen ska folja principen om uppfoljning - analys
— dtgdrder som dr rullande pd drsbasis.

Paborjat
Sektorn har, genom barn och familj, deltagit i NUSO (Nationell Uppf6ljning av
Socialtjanstens Omstillning), en nationell studie samordnad av SKR. Studien

visade bland annat hur barn, unga och familjer i kommunen tagit del av
forebyggande insatser och bidrar till att utveckla en kunskapsbaserad socialtjdnst.

Under mars 2025 pausade barn och familj deltagandet i NUSO for att skapa
utrymme for fortsatt planering och genomforande av ISU. Medan NUSO har gett
en virdefull 6vergripande bild av nuldget inom barn och familj mojliggdr ISU att
folja upp insatser pd individniva samt att ssmmanstélla data pa gruppniva, for att
ge underlag for utveckling av verksamheten.

Sektorn for socialtjénst har, utifran Socialstyrelsens rekommendationer, valt
individbaserad systematisk uppfoljning (ISU) som metod for I6pande uppfdljning
av det forebyggande arbetet. Vidare har ett digitalt enkatverktyg valts ut for att
samla in och analysera data om effekten av det forebyggande arbetet.

ISU ér en strukturerad process som inleds med planering av vilka klienter och
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uppgifter som ska f6ljas upp. Klientens situation dokumenteras och mits fére och
efter insatsen for att se om en fordndring har skett. Déarefter sammanstills och
analyseras resultaten pa gruppniva for att identifiera monster och behov av
atgirder.

Uppdraget kommer slutredovisas med tjénsteskrivelse under kvartal fyra.

4.2.2 Vard och omsorg

4.2.2.1 Forstirkning av kompetensutveckling inom demens.

Inom vérd- och omsorgsboende i kommunal regi samt korttidsboende och
dagverksamhet ska alla medarbetare delta i tvé utbildningar och ett
reflektionstillfalle. Totalt ingér cirka 260 medarbetare 1 denna satsning.
Utbildningarna; Demens ABC och Demens ABC+, dr framtagna av Svenskt
Demenscentrum och baserade pé Socialstyrelsens nationella riktlinjer for vard och
omsorg vid demenssjukdom.

Hittills har drygt 220 (80 procent) medarbetare deltagit pa de tva utbildningarna.
Ungefér 66 (25 procent) medarbetare har deltagit pa reflektionstillfdllet.

Utbildningarna motiverar personalen att tinka och arbeta personcentrerat, det vill
sdga att se minniskan bakom sjukdomen och lata denna bild paverka den vard och
omsorg som ges. Respektive webbutbildning &r ungefar tva timmar lang och
bestar av korta filmer och bildspel som varvas med fragor och situationer att ta
stéllning till. Reflektionstraffarna utgér fran vanligt forekommande dilemman som
personalen méter 1 sitt arbete. Webbutbildningarna och reflektionstillfallet dr det
forsta utbildningssteget for att uppna kvalitetsstimpeln Stjarnmarkt fran
Demensforbundet.

Attendo Siteriet ingdr ocksa 1 kompetenssatsningen inom demens. I maj
utbildades 40 (100 procent) medarbetare i l1dgaffektivt bemdtande med inriktning
for personer som arbetar inom dldreomsorg och demensvard. Utbildningen
varvade teori och praktiska moment och gav kunskap kring hur medarbetare kan
kartlagga bakomliggande orsaker till ett utmanande beteende och metoder for att
hantera och bemdta svara situationer.

4.2.2.2 Stirkt kompetens inom demens. I Hdrryda liksom ovriga Sverige
fordndras var befolkningsstruktur och allt fler blir dldre och antalet dldre
blir fler. Detta dr i grunden positivt, men samtidigt drabbas ocksd fler av
demens. Att kommunen fortsdtter och stirker kompetensutvecklingen kring
demens dr viktigt och blir dnnu viktigare i framtiden. I budgetramen for
socialndmnden finns utrymme med ytterligare 500tkr for
kompetensutveckling riktat inom demens.

Paborjat
Vard- och omsorgsboendena i kommunal regi har fétt ta del av 412 tkr som

fordelas till enheterna. Attendo Séateriet har tilldelats 88 tkr for att utbilda sina
medarbetare.
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Uppdraget kommer slutredovisas med tjénsteskrivelse under kvartal fyra.

4.2.3 Hiilsa och bistand

4.2.3.1 Inriktningen dr att forbdttra invanarnas fysiska och psykiska hdlsa
genom att tillhandahalla tillgdngliga, kvalitativa hdlso- och
sjukvdrdstjdanster, samtidigt som vi sdkerstdller ett hdllbart och jamlikt stod
till de mest utsatta grupperna i samhidllet

Arbete med psykiatriteamets omstrukturering pagér med fokus pa hur teamet ska
drivas framat och utformning av uppdrag. Demensteamet har arbetat vidare med
att utveckla samverkan med vardcentralerna kring personer med kognitiv svikt
och deras anhoriga. En gemensam samverkansrutin har beslutats inom
naromradesamverkan (NOSAM).

Arbetet med att stirka samverkan mellan kommunal priméarvard och personer med
beslut enligt Lagen om stdd och service (LSS) har fortsatt. Fokus har legat pa att
utveckla rutiner for teamtraffar och hédlsoundersdkningar, dér en arbetsgrupp nu
arbetar fram en gemensam rutin. Informationsmaterial om kommunal primérvard
specificerat for malgruppen har arbetats fram. Fokus pa fallprevention och
forebyggande insatser fortsétter, dar behovet av att tydligare inkludera
malgruppen LSS har lyfts infor kommande revideringar av handlingsplan for
fallprevention.

Arbetet med modellen Bostad forst har under aret utvecklats vidare. Genom en
stabil boendesituation skapas forutsattningar for att forbéttra den psykiska och
fysiska hdlsan hos en sdrskilt utsatt grupp. Satsningen stérker ett hillbart och
jamlikt stod med helhetssyn pé individens behov.

Ett pilotprojekt med ldkemedelsrobotar dr under uppstart. Syftet dr att utveckla
arbetssétt som stirker patienters trygghet och foljsamhet i ldkemedelshanteringen,
samtidigt som omsorgsresurser kan frigdras och riktas dit de bést behovs infor
kommande demografiska utmaningar.

Arbetet med rapporten Hélsosamt aldrande ar en del av kommunens systematiska
arbete for att mdta den demografiska utmaningen och skapa forutséttningar for ett
aldersvénligt samhille. Genom fokusgruppsintervjuer har dldres roster fangats in
kring vad som dr viktigt for hélsa och livskvalitet. Resultaten visar att kommunens
naturndra lage, foreningsliv och befintliga tjédnster uppskattas, men att brister i
transportmdjligheter och tillgang till lokaler riskerar att bidra till isolering, séarskilt
i mindre orter. Aven behovet av tydligare insatser mot olika former av ensamhet
framkom. Utifran resultaten har en handlingsplan arbetats fram som ska bidra till
att starka dldres psykiska och fysiska hélsa genom tillgéngliga och kvalitativa
insatser, och samtidigt sdkerstilla ett hallbart och jamlikt stod for dldre som
riskerar 6kad utsatthet, exempelvis genom oftivillig ensamhet eller begransade
transportmdjligheter.

4.2.3.2 Forbdttra tillgdangligheten till kommunala hdlso- och sjukvdrden.

For att starka tillgdnglighet och kvalitet har ett sirskilt forum vidareutvecklats
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med tydligare arbetssétt och arshjul som ska sékra aterkoppling av avvikelser och
skapa en rod trad mellan kommunens kvalitetsforum.

En viktig satsning under aret dr utbildningsinsatserna for bade legitimerad
personal och enhetschefer. Under véren har legitimerad personal genomgatt
utbildningen; Att leda kvalitetsarbete som legitimerad personal, med fokus pa
kvalitets- och patientsédkerhetsansvar, ledarskap, teamarbete, personcentrerad
vérd, riskhantering, uppf6ljning av vardens resultat och forbattringskultur.
Malséttningen med satsningen &r att stirka kompetensen, skapa en tydligare
ledningsstruktur och fraimja samverkan mellan professioner och nivéer. Genom att
utveckla ledarskapsformégor hos bade legitimerad personal och chefer skapas
battre forutsittningar for systematiskt kvalitetsarbete, en trygg och siker
vardmiljo och en véard som alltid utgar fran patientens behov. Detta stiarker den
gemensamma inriktningen och bidrar till att invnarna far en mer jimlik,
tillgdnglig och sédker hilso- och sjukvard.

Arbetet inom uppsokande verksamhet for personer med kognitiv svikt och deras
anhoriga har vidareutvecklats. Demensteamet har stiarkt samverkan med
vardcentralerna, och ndromradessamverkan (NOSAM) har beslutat om en
gemensam samverkansrutin for personer med demenssjukdom. Under 2025
fokuserar demensteamet pd att utreda utformningen av ett mottagningsteam for
personer med demens 1 samverkan med vardcentralerna.

Verksamhetsomradena hélsa och bistdnd samt funktionsstdd har tillsammans
fortsatt arbetet for tillgdnglighet till primirvarden genom att utveckla atgiarder och
strategier fOr att béttre tillgodose malgruppen med beslut inom lagen om stéd och
service (LSS) réttigheter och behov av kommunal primérvéard.

Tillgéngligheten till kommunal primérvérd sékerstélls genom att insatser ges
utifran medicinsk prioritet. Det innebér att mer brddskande behov omhéndertas
omedelbart, samtidigt som nya patienter planeras in utifrin en samlad bedomning
av deras vardbehov i relation till andra patienter och resurser. Denna modell
mojliggdr att resurserna anvéinds dir de gor storst nytta och skapar forutséttningar
for en jamlik och behovsstyrd vérd.

4.2.4 Funktionsstod

4.2.4.1 Oka antalet personer i behov av daglig verksamhet som kommer ut
i naringslivet.

Inom daglig verksamhet och daglig sysselsittning sker ett aktivt arbete med att
stodja personer i behov av sysselsdttning genom evidensbaserade metoder som
Supported Employment (SE) och Individual Placement and Support (IPS). Dessa
metoder har visat sig vara effektiva for att underldtta Gvergédngen frén daglig
verksambhet till arbete pa den reguljara arbetsmarknaden. Verksamheten erbjuder,
utover individuella praktikplatser, olika arbetsgrupper inom daglig verksamhet for
att deltagarna ska kunna tréna pa arbetsliknande moment. Det finns dven en
etablerad rutin inom daglig verksamhet som arligen sékerstéller att stodet till
enskilda individer utvirderas och att deras mojligheter till praktik eller anstillning
ses over.
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4.2.4.2 Habiliteringsersdttningsnivdn for daglig verksamhet faststdlls till
ldgst 90kr/heldag och 45kr/halvdag, med eller utan statsbidrag. Dd det
rader osdkerhet om det tillfilliga statsbidraget kommer finnas kvar, har vi i
budgetramen for ndmnden skapat ett utrymme att hantera
kostnadsokningen om statsbidraget forsvinner. Viktigt att notera, dr att om
statsbidrag fortsatt kan sékas, ska detta goras och motsvarande belopp
foras over till socialndimndens omstdllningsreserv. Pd detta sdtt garanteras
deltagarna alltid en fast ersdttning pa 90kr/heldag och 45kr/halvdag, med
eller utan statsbidrag.

Genomfort

Statsbidraget har utlysts och rekvirerats. Beslutat belopp har 6verforts till
omstéllningsreserven. Tjinsteskrivelse med slutredovisning av uppdraget
behandlades pa socialndmndens sammantrdade 7 maj.

4.2.5 Hirryda framtid

4.2.5.1 Inriktningen dr att alla personer ska vara i egen forsérjning och
kunna skaffa sig en egen bostad. Detta uppnds genom fortsatt bra
samarbete med ndringslivet, kvalitetssikra SFI-undervisningen, utveckla
vuxenutbildningen och hitta nya sdtt att géra mdnniskor anstdllningsbara,
samt stirka samarbetet med andra myndigheter som ex.
arbetsformedlingen.

Hérryda framtid arbetar for att utveckla arbetsmetoderna inom
verksamhetsomradet med maélet att 6ka andelen invénare i egen forsorjning,
genom ett tydligt fokus pa arbete.

Enheten for nyanldnda har de senaste tva aren arbetat systematiskt med att lotsa
hushéll med kommunala andrahandskontrakt till att Gverta forstahandskontrakt.
Under 2024 kunde 18 hushall ta 6ver sina kontrakt och hittills under 2025 har
ytterligare 24 hushall erbjudits forstahandskontrakt. Aven enheten for
forsorjningsstod har under flera &r arbetat vrakningsforebyggande vilket bidrar till
att hushall kan behalla sina hyreskontrakt. Egenforsorjning bidrar dven till att fler
klienter har mojlighet att ta Gver forstahandskontrakt pd sina bostéider.

Metodiken inom Beskaftigelses Indikator Projektet (BIP) anvédnds inom alla
insatser pa arbetsmarknadsenheten (AME), dér fokus pa arbete finns fran dag ett.
Lagtroskelverksamheten Aktiv Vardag fungerar som en mjuk ingang for personer
som star langt fran arbetsmarknaden, med malet att direfter ga vidare till andra
insatser.

Samverkan med Arbetsformedlingen (AF) och Forsdkringskassan (FK) dr en
grundforutsittning for att nd personer langt fran arbetsmarknaden och erbjuda
prerehabiliterande insatser som underléttar vigen mot egen forsorjning. Via
Samordningsforbundet Insjoriket halls regelbundna moten med representanter
fran AF och FK. Dessutom sker ménatliga samverkansméten pa chefsnivd mellan
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AF och Hérryda framtids enhetschefer.

For att underlitta nyanldndas integration och etablering pd arbetsmarknaden
erbjuds riktat stod. Under varen har forberedelser genomforts for att kunna starta
Framtidslyftet som &r ett forberedande jobbspar vilket vander sig till personer
langt fran arbetsmarknaden och i behov av utbildning for att bli anstéllningsbara.
Satsningen sker 1 ndra samarbete mellan AME och vuxenutbildningen. Mélet &r
att forbereda deltagarna for utbildningar som stirker deras mojligheter till egen
forsorjning.

Vuxenutbildningen har under &ret paborjat en kvalitetssékring av SFI-
undervisning enligt en plan fran Skolverket. Arbetet leds av skolchefen och
rektorn for vuxenutbildningen och berdknas vara klart vid arsskiftet.

For en lyckad etablering i samhéllet behdver nyanldnda dven stdd i att bygga
sociala nitverk. Enheten for nyanldnda (ENY) har under aret samarbetat nira med
kommunens idrotts- och kulturforeningar, dér nyanlédnda erbjuds stod att engagera
sig 1 foreningslivet. Tanken &r att barnens deltagande skapar en naturlig ingang,
samtidigt som fordldrarna bygger nédtverk och sociala kontakter i lokalsamhéllet.

Att tidigt identifiera ungdomar i behov av stdd for att etablera sig pé
arbetsmarknaden ar en prioriterad frdga. Antalet ungdomar som viljer att inte
paborja gymnasiet eller avbryter sina studier har dkat de senaste ren. Dessa
ungdomar skrivs dé in i det kommunala aktivitetsansvaret (KAA), som
Hulebécksgymnasiet ansvarar for. AME har ett ndra samarbete med KAA for att
fanga upp dessa ungdomar, men behovet inom gruppen &r stort och ofta svart att
tillgodose fullt ut.

For att skapa fler arbetstillfdllen for deltagarna arbetar Harryda framtid med att
bade fordjupa samarbetet med kommunala enheter och utveckla kontakterna med
privata aktorer i kommunen. Foretagskoordinatorn vid AME samarbetar med flera
kommunala verksamheter for att ordna arbetsmarknadsanstéllningar och
praktikplatser. Tillsammans med det lokala ndringslivet anordnas
rekryteringstraffar dar malet dr att matcha rétt deltagare med ritt arbete.

Verksamheten har dven en nédra samverkan med néringslivsenheten i kommunen,
dar regelbundna avstamningar hélls. Syftet dr att gemensamt identifiera projekt
och samarbeten som kan underldtta deltagarnas intrdde pd arbetsmarknaden.

4.2.5.2 Antalet personer som dr i behov av ekonomiskt bistand ska minska.

Genom att utveckla sina arbetsmetoder och ha ett tydligt fokus pé arbete stravar
Harryda Framtid efter att antalet personer som dr i behov av ekonomiskt bistand
ska minska. Under varen har arbetsmarknadsenheten arbetat med att
vidareutveckla metoden Beskaftigelses Indikator Projekt (BIP), som syftar till att
fler invanare snabbare ska na egen forsorjning. BIP visar att ett tidigt,
sammanhéllet och arbetsinriktat stod r avgorande for att personer med komplexa
behov ska kunna etablera sig pa arbetsmarknaden eller i studier.

Liksom riket i stort har arbetslosheten i kommunen 6kat ndgot under det senaste
aret. [ augusti 2025 14g arbetslosheten pé 4,2 procent i kommunen jamf{ort med 3,6
procent i augusti 2024. Det har dock skett en minskning av utbetalat
forsorjningsstod med tre procent fran januari till juli 2025 jaimfort med foregaende
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ar, trots att riksnormen for forsorjningsstdod hdjdes 2025 med 2,8 procent.

Nationell statistik visar att kommunen fortsatt har en lag andel av befolkningen
som uppbér ekonomiskt bistaind, men jaimfort med riket ligger utbetalning per
hushall ndgot hogre. Bland unga vuxna (18-24 ér) dr Héarryda en av de kommuner
1 landet med l4gst andel som uppbédr ekonomiskt bistdnd och andelen har
dessutom minskat arligen under de senaste aren. Inom Goteborgsregionen (GR) ar
Harryda den kommun som har ldgst andel unga vuxna med ekonomiskt bistand.
Enheten for forsorjningsstod har en socialsekreterare som sdrskilt arbetar mot
unga vuxna for att i ett tidigt skede, genom samverkan och tita
uppfoljningsmadten, minska risken for langvarigt utanférskap. Under forra aret
startade en satsning dér alla ungdomar som ansokte om forsorjningsstdd fick
traffa en arbetsmarknadshandldggare, d&ven de som redan deltog i en
sysselsdttning, exempelvis etableringsprogrammet. Flera av ungdomarna har
genom detta stod hittat extrajobb vid sidan av till exempel studier.

Under ar 2024 minskade andelen hushdll i kommunen som har ett langvarigt
forsorjningsstod fran 46 procent till 41 procent jamf{ort med ar 2023.

4.2.6 Barn och familj

4.2.6.1 Antalet barn och unga som behéver omhdndertas/placeras, eller
begar brott ska minska.

Verksamhetsomradet fortsitter att arbeta enligt Hemma forst, vilket innebar att
barn och foréldrar i forsta hand ska fa stdd i1 sin ursprungsfamilj. Om
beddmningen gors att barn dndé behdver placeras sker det 1 forsta hand 1
familjehem. I vissa fall krévs placering pa hem for vard och boende (HVB),
frimst for ungdomar med kraftigt normbrytande beteende dar familjehem inte ar
tillrackligt.

Antalet placerade barn och unga ér 75 under delaret 2025, jamfort med 71 under
samma period foregdende ar. Vid jamforelse mellan deléren 2024 och 2025 har
HVB-placeringarna minskat, medan placeringar i familjehem har dkat. Aven
placeringar i jourhem och stodboende har 6kat, medan placeringar i skyddat
boende har minskat. Utfallet tyder pa att det fortsatt sker en forskjutning fran
HVB-placeringar till placeringar i familjehem och stddboende, vilket &r ett
resultat av medvetna satsningar pa familjehemsvard.

Antalet barn och unga som aktualiserats pd grund av egen brottslighet har minskat
under delaret 2025, jamfort med samma period 2024. For att minska antalet
ungdomar som begér brott samarbetar verksamhetsomradet systematiskt med
sektorn for utbildning, kultur och fritid (UKF) inom ramen for skola, socialtjénst,
polis, fritid (SSPF) i ett forebyggande arbete.

Utvecklingen av det forebyggande och uppsdkande arbetet dr prioriterat och sker
pa arenor dér samarbete med andra verksamheter dr avgdrande, sdsom
familjecentraler, vardcentraler, skolor och fritidsforeningar. Faltgruppen har 6kat
sin synlighet i kommunen genom insatser i skolor, fritidsmiljoer och offentliga
platser, med fokus pé relationer och riskbeteenden.
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4.2.6.2 Forstdrk forebyggande- och fdltarbetet samt samverkan i SSPF,
(skola, socialtjinst, polis och fritid), med kompetensen ungdomsbehandlare.
Hdrryda har manga resurser i det forebyggande arbetet for ungdomar. En
ungdomsbehandlare kan stirka upp filtarbetet med en behandlande
kompetens, samt vara en del i det viktiga arbetet i samverkan SSPF, och
oka effekten i det forebyggande arbetet. En ungdomsbehandlare dr utbildad
socionom, socialpedagog eller har annan relevant utbildning som i
kombination med erfarenhet fran omradet bedoms som likvirdig. 1
socialndmndens rambudget har det skapats utrymme for att tillskapa denna
tjidnst i stdllet for att omvandla en annan tjdnst, alltsa en utékning av det
forebyggande arbetet.

Genomf{ort

Rekryteringen av ungdomsbehandlaren &r slutford. Den nyanstéllda
ungdomsbehandlaren har ldng erfarenhet som faltsekreterare och
ungdomsbehandlare.

Ungdomsbehandlaren kommer att arbeta med ungdomar med normbrytande
beteende, 1 nidra samverkan med socialsekreterare, familjebehandlare, SSPF-
koordinator och féltsekreterare.

Ett flexibelt arbetssitt och tdt kontakt med ungdomarna innebdr att moten sker i
deras hemmilj6, pé skolan eller i andra sammanhang dir ungdomen vistas. Genom
att vara aktiv i ungdomarnas olika sammanhang kan ungdomsbehandlaren stérka
ndtverket kring den unge och skapa en trygg och stédjande miljo.

Genom samverkan med foréldrar, skola, fritidsverksamhet, polis samt andra
relevanta personer och verksamheter kan ungdomsbehandlaren bidra till att skapa
en helhetsbild av ungdomens situation och behov. Detta mdjliggér en malinriktad
och effektiv insats som kan hjilpa ungdomarna att bryta negativa
beteendemonster och utveckla positiva strategier for framtiden.
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5.Uppfoéljning av grunduppdrag

5.1 Grunduppdrag for vard och omsorg

Verksamhetsomrade vard och omsorg har som grunduppdrag att ge dldre med
bistdndsbeddmda och delegerade hélso- och sjukvardsinsatser mojlighet att leva
vardigt och uppleva vilbefinnande. Detta innebar att verksamheten stravar efter
att dldre ska kunna bo och leva sjilvstindigt under trygga forhallanden samt ha en
aktiv och meningsfull tillvaro 1 gemenskap med andra, i enlighet med
intentionerna i socialtjdnstlagen (SoL).

Under varen 2025 har flera initiativ genomforts for att stirka personalens
kompetens och arbetsmiljo. Exempelvis har utbildningar anordnats kring demens,
munhélsa och omsorg av fotter. I enlighet med verksamhetsomradets
kompetensforsorjningssatsning, som syftar till att 6ka personalens kompetens, har
verksamheten fortsatt att utbilda i enlighet med karridrvigsmodellen. Under véren
har nio underskoéterskor samt sju specialistunderskdterskor fardigutbildats.

I enlighet med den nya socialtjénstlagen som trddde i kraft den 1 juli har
verksamheten arbetat enligt den evidensbaserade metoden, individbaserad
systematisk uppfoljning (ISU). Under véren har exempelvis hemtjdnsten {foljt upp
den nationella brukarundersékningen ”Vad tycker de dldre om dldreomsorgen?”.
Verksamheten har inhdmtat synpunkter och kommentarer fran brukare kring bland
annat upplevelse av trygghet, bemotande, utférande av arbetsuppgifter, stod,
ensamhet, delaktighet 1 individuell genomférandeplan och fast omsorgskontakt.

Verksamheten har arbetat aktivt med sprkutvecklande arbetssétt i form av
sprakombud, som syftar till att forbéttra personalens sprakkunskaper och
kommunikationsformaga. Férutom att fokusera pa att forbéttra det svenska
spraket har sprdkombuden dven arbetat med att bygga ett gott samarbete, en god
dialog, respekt och dkad forstéelse for styrkor och utvecklingsomraden.
Sprdkombudsutbildaren har sammanstillt enheternas arbetssitt och skapat ett
dokument dér enheterna kan ta del av och utbyta goda exempel.

Inom ramen f6r Goteborgsregionens (GR) projekt fler anstillda inom vérd och
omsorg” (FAVO) har verksamheten vidareutvecklat mentorskapsmodellen som
syftar till att stodja nyanstéllda medarbetare in 1 yrket.

Nytt arbetssitt har arbetats fram inom demensteamet dér en
specialistunderskoterska arbetar uppsokande mot vardcentraler i kommunen.
Demensteamet har numera en folder pa alla virdcentraler med information till
kommuninvanarna om mojligheten att boka in ett hembesok fran demensteamet.
Malsidttningen &r att erbjuda stod och végledning till bdde sokande och anhoriga 1
ett tidigt skede. Specialistunderskoterska har dven mojlighet att delta vid ett besok
pa vardcentralen. Satsningen har 6kat antalet telefonsamtal till
specialistunderskoterskan.

Under véren har en extern revision genomforts inom hemtjansten for att utvérdera
verksamhetens kvalitet. Granskningen visar hittills pa god foljsamhet gentemot
uppstillda kvalitetskrav.
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For att motverka ofrivillig ensamhet bland dldre har hemtjdnsten i Molnlycke
under véren fortsatt med sina brukartriffar i syfte att skapa sociala kontakter och
gemenskap. Traffarna har varit vilbesokta. Kulturskolan har fortsatt att besoka
kommunens vard- och omsorgsboenden under varen for att erbjuda olika former
av upptradanden.

5.2 Grunduppdrag for halsa och bistand

Verksamhetsomradet hilsa och bistand har under perioden arbetat i enlighet med
sitt uppdrag att skapa social trygghet och stirka invdnarnas mgjlighet till ett
sjalvstindigt liv. Arbetet har bedrivits utifrdn géllande lagstiftning, exempelvis
Socialtjanstlagen (SoL) och Hélso- och sjukvardslagen (HSL).

Enheterna inom verksamhetsomradet har samverkat for att sikerstilla tillgang till
vard, stod och omsorg utifran behov. Kommunal primérvard har erbjudits genom
legitimerad personal med fokus pa medicinska bedomningar och prioritering
utifran medicinsk angeldgenhetsgrad. Specialistteam inom demens och palliativ
vard har haft en samordnande funktion och utvecklat samverkan for att bidra till
kontinuitet och helhetssyn 1 varden. Inom demensomradet har arbetet sdrskilt
inriktats pa att utveckla samverkan med vardcentralerna for att stirka stodet till
personer med kognitiv svikt och deras anhoriga.

For personer med beroende- eller socialpsykiatriska behov har insatser beviljats
bade pa frivillig grund och, i enstaka fall, genom tvangsvard enligt LVM. Genom
projektet Bostad forst har personer i sérskilt utsatta situationer kunnat erbjudas
bostad, vilket skapar en stabil grund for fortsatt arbete med hélsa och social
inkludering.

Hiélsolots och andra uppsdkande insatser till dldre har syftat till att motverka
isolering, frimja delaktighet och stddja ett hdlsosamt aldrande. En rapport om
dldres behov och levnadsvillkor har arbetats fram som underlag for fortsatt
utvecklingsarbete kring forsta linjens socialtjénst for dldre. Lakemedelsrobotar
utreds 1 projektform for att stirka invanarnas sjalvstdndighet och trygghet i
hemmet.

Verksamhetsomradet har under perioden genomfort en genomlysning av bade
rehab- och handlidggarenheten for att sdkerstélla att forutsattningar finns for att
uppdraget ska kunna utforas pa ett andamalsenligt sétt.

Som en del av verksamhetsutvecklingen pdgér processkartliggningar inom
socialtjinstens prioriterade omraden. Syftet &r att skapa tydliga arbetssétt som
sakerstéller kvalitet och rittssikerhet.

Verksamheten har dven gjort anpassningar i1 enlighet med den nya
socialtjanstlagen. Det innebir bland annat fordndringar i beslutstexter samt
kartlaggningar for att forstarka arbetet med forebyggande och tidiga insatser, 0kad
tillgdnglighet samt ett forstarkt fokus pa jimlika och jimstéllda levnadsvillkor for
invénarna.

5.3 Grunduppdrag for funktionsstod

Verksamhetsomrade funktionsstdd ger individuellt anpassat stod till personer med
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funktionsnedséttning i alla ldrar. Malet &r att stirka den enskildes mdjligheter till
ett sjdlvstdandigt liv, delaktighet 1 samhallslivet, anpassat boende, meningsfull
sysselsdttning samt avlastning for anhoriga.

I enlighet med verksamhetens grunduppdrag ér intentionen att halla en sa hog
kvalitet och effektivitet som mojligt. Ett flertal fordndringar under 2025 har
paverkat behovet av att se dver hur verksamheten &dr organiserad; en ny
socialtjanstlag, med ett tydligare fokus pd forebyggande, uppsdkande och
evidensbaserat arbete. Samtidigt har verksamheten fran och med augusti paborjat
verkstilligheten av korttidstillsyn enligt 9 § 7 LSS, i ndra samverkan med sektorn
for utbildning, kultur och fritid. Parallellt pagar dven arbetet efter omstillningar i
boendebestadndet. Som en foljd av dessa fordndringar har beslut om en
organisationsforidndring tagits som trader i1 kraft 2026. Fordndringen syftar till att
tydligare samla kompetens och resurser utifrdn de olika mélgruppernas behov.

Kompetensforsorjning ar en central prioritering. Genom branschradet
Funktionsstod inom Gdoteborgsregionen pagar ett arbete for att tydligare definiera
yrkesrollerna inom omradet. Flera utbildningsinsatser har ocksa genomforts,
déribland satsningar pé friluftsliv som metod for att stirka psykisk hélsa samt den
nationella fortbildningen Yrkesresan som okar kunskapen om evidensbaserad
praktik och individbaserad systematisk uppf6ljning (ISU). En ISU har genom{orts
pa enheten boendestdd, och resultatet ska anvindas till fordjupade
undersokningar.

Samverkan med primdrvarden har forstirkts, bland annat genom utveckling av
rutiner for teamtraffar och hilsoundersokningar f6r personer med beslut enligt
LSS. Informationsmaterial for mélgruppen har ocksa tagits fram.

En extern kvalitetsgranskning av bostdder enligt LSS och SoL har genomforts av
Qvalify. Resultatet av granskningen ska presenteras hosten 2025 och kommer att
ligga till grund for fortsatt kvalitetsutveckling.

5.4 Grunduppdrag for harryda framtid

Verksamhetsomradet Hérryda framtids grunduppdrag ar att, tillsammans med
ovriga verksamhetsomriaden inom socialtjdnsten, bidra till att skapa social
trygghet och 6ka mdjligheterna till ett sjélvstandigt liv for invnarna. Harryda
framtid bygger pa idén om alla kommuninvanares ratt till arbete, studier och egen
forsorjning.

Under varen har fokus legat pa att vidareutveckla arbetet med Beskaftigelses
Indikator Projekt (BIP) och sikerstélla att den anvénds fullt ut inom hela
arbetsmarknadsenheten (AME). BIP dr en dansk progressionsmétningsstudie som
undersokt vad som gor att personer med komplexa behov och utan egen
forsorjning kommer ut i arbete eller studier. Resultaten visar vikten av att arbeta
utifran ett helhetsperspektiv, diar kontinuerliga arbetsfokuserade insatser erbjuds
utan avbrott.

I enlighet med BIP-forskningen har en ny process inom AME arbetats fram 1
samverkan med enheten for forsérjningsstdd med syftet att deltagare snabbare ska
nd egen forsorjning. Processen har tagits fram genom ett medarbetardrivet
forbattringsarbete. Under varen har en fordjupad fortbildning inom BIP péaborjats,
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dér medarbetare frdin AME och delvis dven forsorjningsstodsenheten deltar.
Satsningen finansieras av Samordningsforbundet Insjoriket. Den framtagna
processen ligger i linje med den nya socialtjanstlagen, med fokus pa
kunskapsbaserade arbetsmetoder och dkad delaktighet for deltagarna.

Helhetslyftet, ett trearigt EU-projekt som syftade till att tredjelandsmedborgare
snabbare skulle etablera sig pa arbetsmarknaden, dr nu avslutat. Under véren har
arbete genomforts for att lyfta in framgangsfaktorerna frin projektet i en ny insats,
Framtidslyftet. Insatsen riktar sig till alla deltagare pA AME och omfattar en
kombination av kompetenshdjande insatser parallellt med bland annat
spraktraning och héilsoaktiviteter utifran varje deltagares individuella behov.

Enheten for forsorjningsstdd var forst inom sektorn for socialtjanst med att byta
verksamhetssystem till Combine. Overgéngen genomfordes i juni och ett
omfattande arbete har lagts pd att bland annat konfigurera systemet, uppdatera
rutiner, utbilda medarbetare och migrera data.

Pé enheten for nyanldnda har ett projekt genomforts med syfte att oka
mojligheterna for barn 1 nyanldnda familjer att delta 1 meningsfulla
fritidsaktiviteter. Enheten har etablerat kontakter med olika foreningar och
fungerar som brobyggare mellan familjer och féreningslivet. Hittills har 6ppet hus
anordnats vid tva tillfillen och varit vélbesokta. Ett flertal barn har etablerat en
kontakt med foreningar och paborjat nya fritidsaktiviteter. Projektet ar finansierat
av Lénsstyrelsen och fortsdtter fram till drsskiftet.

Vuxenutbildningen har under varen fortsatt med kompetensutveckling i form av
kollegialt ldrande och utbildning inom olika omréden sdsom inférandet av
Gymnasiereformen 2025 och digitala nationella prov. Yrkeshogskolans ansékan
om att starta en kurs i sexuell hélsa bland dldre beviljades for genomférande under
hosten.

5.5 Grunduppdrag for barn och familj

Verksamhetsomradet har under aret fortsatt att utveckla arbetet i linje med barn
och familjs grunduppdrag — att skapa social trygghet och 6ka barns och familjers
mojligheter till ett sjalvstdndigt liv 1 Hirryda kommun, men dven utifrdn den nya
socialtjanstlagen som tradde i kraft den 1 juli 2025. Arbetet har bedrivits med
barnrittsperspektivet som utgdngspunkt och med fokus pa tidiga, ldtt tillgédngliga
insatser.

Verksamhetsomradet har under aret arbetat for att sprida information till
kommuninvanarna om insatser som erbjuds samt utvecklat kontaktvégar for tidigt
och latt tillgdngligt stdd 1 enlighet med nya socialtjdnstlagen.

Samverkan med hélso- och sjukvérden, skolan, polisen och fritidsverksamheter
har fortsatt vara central. Sérskilda satsningar har gjorts pé att minska problematisk
skolfrdnvaro genom nérvaroteamet och att stirka familjecentralernas roll samt att
erbjuda latt tillgéngligt och forebyggande stdd for barn, ungdomar och deras
familjer.

Féltsekreterarna har 1 samarbete med enheten Fritid Ungdom arbetat utatriktat och
tillitsskapande genom att besdka elever i arskurs 5 och 6 samt deltagit i en
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temadag om grooming och sikerhet pa internet for arskurs 7. De har dven deltagit
1 en trygghetsvandring 1 Hindds samt faltarbetat vid valborg och skolavslutningar.
Andra viktiga aktiviteter for faltsekreterarna under halvaret har varit
fordldraméten tillsammans med polis, stod till ungdomar i samverkan med
arbetsmarknadsenheten (AME) kring ferie- och ungdomsjobb samt nérvaro vid
Gothia Cup tillsammans med personal inom sektorn f6r utbildning, kultur och
fritid (UKF).

I grunduppdraget ingér dven att utreda behov, skydda vid oro och ge stdd till
utsatta barn, unga och deras fordldrar eller vardnadshavare i Harryda kommun.
For att uppfylla grunduppdraget finns en tydlig riktning som under flera ar varit
vigledande. Malsattningen &r att barn och unga ska véxa upp under trygga och
goda forhallanden och barnens bista dr centralt 1 arbetet. Under forsta delaret en
minskning av antalet aktualiseringar skett jimfort med samma period 2024, fran
1 354 till 1 179. De vanligaste aktualiseringsorsakerna inkluderar omsorgsbrist,
alkohol- och narkotikamissbruk hos nérstaende, vald mot barnet och inom
familjen samt beteendeproblem och brottslighet hos barnet/den unge.
Aktualiseringar gallande psykisk ohélsa hos nérstdende har minskat sérskilt vid
jamforelse med foregaende ar. Verksamhetsomradet fortsétter folja dessa trender
och anpassa insatser for att mota de behov som identifierats, sirskilt inom
omraden som omsorgsbrist och vild mot barnet.

Den genomsnittliga utredningstiden &r 100 dagar under det forsta halvéret 2025.
Utfallet visar att den genomsnittliga utredningstiden fortsitter att vara inom
lagstadgad utredningstid (120 dagar).

Verksamhetsomradet har samarbetat med UKF inom flera omraden, saval forskola
som skola, och genom arbetsgrupper tydliggjort gemensamma processer.
Planering har inletts under véren for att pa Séteriskolan testa skolsocionom som
en del av elevhélsoteamet och komplement till Gvriga funktioner.

En socionom med myndighetsbefogenheter arbetar fortsatt hos polisen, vilket 6kar
mojligheten att fanga upp ungdomar i tidigt skede och erbjuda stdd till dem och
deras familjer.

Ett ndra ledarskap, strategisk rekrytering, forbéttrad introduktion for nyanstéillda
och konsulter for att minska arbetsbelastningen och ersétta vakanser har resulterat
1 minskad sjukfranvaro.
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6.Ekonomi

6.1 Driftsredovisning

pl:::z: T;Ig:: Av‘s:f::z Prognos Budget  Avvikelse Utfall
thr 2025 2025 2025 2025 2025 2025 2024
Omstéllningsreserv SOCN 0 2533 2533 3800 3800 0 0
Sektorledning 58 836 63 134 4298 89 488 94 838 5350 102 297
Vard och omsorg 54 047 56 012 1965 80 260 84210 3950 71212
Halsa och bistand 238839 243399 4560 | 357951 366451 8500 339080
Funktionsstdd 98 217 97 191 -1026 | 147281 146281 -1 000 131183
Harryda framtid 36951 46 373 9422 61475 69 725 8250 58029
Barn och familj 61762 62 097 335 93 106 93 356 250 90 143
NETTOKOSTNADER 548652 570739 22087 | 833361 858661 25300 791 944

Socialnimnden prognostiserar ett verskott om 25,3 mnkr som helhet, vilket
motsvarar en budgetavvikelse om cirka tre procent. Nimndens omstdllningsreserv
om 3,8 mnkr har inte lyfts fram som ett dverskott.

Sektorsledning prognostiserar ett overskott om 5,4 mnkr vilket framst forklaras av
ett overskott for kopta platser inom funktionsstdd. Underskott om 0,6 mnkr
prognostiseras inom entreprenader LSS vilket forklaras frimst pa grund ett storre
stodbehov én budgeterat. Inforandet av nytt verksamhetssystem paverkar samtliga
verksamheter inom sektorn och kommer pagé under hela aret och dven nésta ar.

Vard och omsorg prognostiserar ett dverskott om 4,0 mnkr. Verksamhetsomradets
ledning prognostiserar ett Gverskott om 6,5 mnkr. I juni 2024 blev kommunen
beviljad ytterligare 21,6 mnkr for arbetet med att minska andel timanstillningar
inom dldreomsorgen och 2025 finns 14,4 mnkr kvar. Statsbidraget prognostiseras
ge ett dverskott om 3,5 mnkr under aret. Vard- och omsorgsboende i egen regi
prognostiserar ett underskott om 4,6 mnkr vilket &r en forsdémring om 2,0 mnkr
jamfort med forgdende prognos, med anledning av en verkstdllan dér placering
skett utdver ordinarie vard- och omsorgsboende. Ytterligare en forklaring till
prognostiserat underskott dr hogre efterfragan pa demensplatser, som kriver mer
omvéardnadsinsatser, och en omstillning till fler demensplatser pagér.
Korttidsboendena prognostiserar ett underskott om 0,5 mnkr vilket beror pa dkade
kostnader for vak, framst i borjan pé aret. Dagverksamheten prognostiserar en
budget 1 balans men fler beviljade beslut sker samtidigt som verksamheten ser en
risk att inte kunna verkstdlla besluten i lika hog frekvens. Hemtjinsten
prognostiserar ett overskott om 2,1 mnkr, vilket framfor allt forklaras av en
effektiv schemaplanering. Prognosen dr dock forsimrad jamfort med tidigare som
en konsekvens av en mer kostsam sommar.

Halsa och bistand prognostiserar ett verskott om 8,5 mnkr. Infor &ret hojdes
budgeten for vard- och omsorgsboende med cirka 17,0 mnkr med anledning av ett
prognostiserat okat behov av platser. Forsta delaret visar pé en lagre beldggning
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an budgeterat och vard- och omsorgsboende prognostiserar dirmed ett dverskott
om 6,0 mnkr. Samtidigt & hemtjanstinsatserna kvar pa en hogre niva och
prognostiserar ett underskott om 0,8 mnkr. Verksamheten ser ett 6kat behov av
personlig assistans vilket dverstiger budget med 1,0 mnkr. Samtidigt sénktes
budgeten infor dret med cirka 1,3 mnkr pd grund av fordndrad lagstiftning, dar
staten forvintade en forskjutning av kostnader till Forsdkringskassan. Denna
forskjutning har dock &nnu inte realiserats. Sjukskoterskeenheten prognostiserar
ett overskott om 0,2 mnkr. I juni 2024 blev kommunen beviljad ytterligare 3,6
mnkr for arbetet med att 6ka bemanningen av sjukskoterskor inom vard- och
omsorgsboende och 2025 finns 2,4 mnkr som berdknas nyttjas fullt ut under éret.
Rehab inklusive tekniska hjalpmedel prognostiserar ett underskott om 1,1 mnkr,
vilket framst forklaras av ett storre behov av hjdlpmedel samt hogre kostnader
inom rehabenheten. Vuxenenheten prognostiserar totalt ett dverskott om 4,7 mnkr,
vilket framforallt beror pa lagre placeringskostnader hem for vard och boende
(HVB) én budgeterat. Dock dr prognosen forsdmrad jamfort med foregaende
prognos da ett flertal placeringar skett under sommaren.

Funktionsstdd prognostiserar ett underskott om 1,0 mnkr, vilket &r en forbattring
jamfort med foregdende prognos med 1,0 mnkr som forklaras av ett aktivt arbete
med atgirder. Boende i egen regi prognostiserar ett underskott om 0,3 mnkr,
vilket frimst forklaras av mer omfattande omvéirdnadsbehov.
Verksamhetsomradet har stillt om boendebestandet inom malgruppen déar fem
platser har gjorts om frén servicebostider till gruppbostidder. Detta innebér att
verkstillighet kan ske i egen regi istdllet for externt kopta platser. Ledsagar- och
avlosarservice prognostiserar ett dverskott om sammanlagt 0,2 mnkr pd grund av
lagre verkstdllighet &n budgeterat. Boendestdd prognostiserar ett verskott om 0,4
mnkr, som forklaras av en anpassad bemanning till foljd av ldgre efterfrdgan én
budgeterat. Personlig assistans prognostiserar ett underskott om 2,0 mnkr, vilket
beror pé att personalkostnaderna dverstiger ersittningen som verksamheten
erhéller for utford tid.

Hirryda framtid prognostiserar ett dverskott om totalt 8,3 mnkr. Overskottet beror
frimst pd intdkter fran Migrationsverket gidllande nyanlidnda, vilka prognostiseras
overstiga kommunens kostnader. Prognosen ar forbéttrad jamfort med foregdende
prognos vilket delvis forklaras av hogre intékter frdn Migrationsverket som en
konsekvens av att flera i massflyktsdirketivet nu folkbokforts sig och ingér i
etablering. Enheten for forsérjningsstdd prognostiserar ett underskott om 0,4 mnkr
vilket bland annat beror péd dkade personalkostnader pa grund av
personalomsittning. Budgeten for utbetalt forsérjningsstod sanktes infor aret med
1,7 mnkr och utfallet visar ett minskat behov av forsorjningsstdod under framforallt
sommarmanaderna. Om denna minskning ar av tillfallig karaktér ar svar att
prognostisera da riket fortsatt befinner sig i en ldgkonjunktur och med hog
arbetsloshet. Verksamheten fortsétter arbetet med att satsa pa
arbetsmarknadsanstéllningar som ett led i att minska utbetalt forsorjningsstod och
prognosen visar pa ett underskott om 0,9 mnkr. Vuxenutbildningen prognostiserar
ett overskott om totalt 1,1 mnkr, vilket framst forklaras av kostnadseffektiva
utbildningar inom den kommunala vuxenutbildningen. Yrkeshogskolan
prognostiserar samtidigt ett underskott om 1,9 mnkr, vilket framforallt beror pa
farre elever dn budgeterat. Elevtappet genererar ldgre intdkter fran myndigheten
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for yrkeshogskola samtidigt som verksamheten arbetar med att anpassa
personalkostnaderna.

Barn och familj prognostiserar ett overskott om 0,3 mnkr, vilket frimst beror pad
lagre kostnader for vissa samverkansavtal. Relationsvéld prognostiserar ett
underskott om 1,7 mnkr vilket framforallt beror pd kostnader for placeringar av
kvinnor med flera barn 1 skyddat boende prognostiseras overstiga budget.
Gillande placeringar av barn och unga i hem for vird och boende (HVB) och
familjehem prognostiseras ett dverskott om 0,5 mnkr. Prognosen ér forsdmrad
jamfort med tidigare som en konsekvens av flera placeringar inom framforallt
familjehem. Personalkostnader gillande socialsekreterare inom enheten for
utredning och skydd prognostiserar ett underskott om 1,0 mnkr. Underskottet
hérrors till de konsultkostnader som verksamhetsomrédet behdvt dd man inte
lyckats rekrytera personal med adekvat kompetens for de vakanta tjanster som
finns. Prognosen ar forbéttrad jamfort med tidigare vilket forklaras av att vissa
konsulter har avslutats tidigare dn tidigare berdknat. Statsbidrag som
verksamhetsomradet erhéllit ticker delar av personalkostnaderna.

Periodens avvikelse jimfort med prognosavvikelse

Socialndmnden redovisar en positiv budgetavvikelse om 22,1 mnkr per augusti,
jamfort med heldrsprognosen som visar ett overskott om 25,3 mnkr.
Budgetavvikelsen per augusti manad pekar pa ett hogre overskott dn
heldrsprognosen, vilket bland annat beror pa hanteringen av ndmndens olika
statsbidrag som har en positiv effekt pa resultatet fram till och med augusti
manad. Sommarmanaderna juni till september for ndmndens dygnet runt
verksamheter, inom framfor allt vard och omsorg och funktionsstod, brukar
innebdra hogre kostnader och dirfor visas ett battre ekonomiskt resultat till och
med augusti. Eftersom ndmndreserven inte lyfts fram som ett 6verskott 1
heldrsprognosen paverkar denna utfallet per augusti positivt. Kostnader for
externa utforare géllande bland annat LSS, placeringar av barn och unga samt
vuxna med missbruk och/eller samsjuklighet pdverkar ocksa resultatet vilket
forklaras av en osédkerhet kring eventuella ytterligare placeringar under aret.

6.2 Atgarder

For att nd en ekonomi 1 balans inom ndmndens verksamhetsomraden vidtas
foljande atgirder.

Enhetscheferna inom verksamhetsomradena vard och omsorg och funktionsstod
fortsitter att arbeta aktivt med schemaplanering med fokus pa budget i1 balans.
Aven anpassning av bemanningskrav #r en atgird som verksamhetsomridena
arbetar kontinuerligt med. Vard- och omsorgsboendena forsoker i storre
utrdckning gora anhoriga delaktiga 1 att f6lja med till exempelvis ldkarbesok och
fotvérd sé att medarbetare kan arbeta kvar pa enheten. For att anpassa och nyttja
personalen battre sker en planering mellan hemtjédnst natt och vard- och
omsorgsboende, dir nattpatrullen vid behov ticker upp vid sjukhusbesok.

Inom vuxenutbildningen finns ett pagdende arbete med att anpassa kostnaderna
utifrén ett minskat elevantal.
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For att minska HVB-placeringar samt placeringar av barn i skyddat boende
fortsitter verksamhetsomradet barn och familj med sitt arbete kring inriktningen
"hemma forst". Utifran ny lag om placering av barn i skyddat boende har en rutin
for att stiarka arbetet med skyddat boende uppréttats. For att stirka kontrollen av
skyddade boenden ingér kommunen numera i ett projekt som drivs av GR for
kvalitetssakring av leverantorer (PRIIS).

6.3 Investeringsredovisning

Prognos Budget Avvikelse Utfall
tkr 2025 2025 2025 2024
Sektorledning 1444 3144 1700 84
Vard och omsorg 1000 1000 0 1698
Halsa och bistand 100 100 0 33
Funktionsstdd 400 400 0 350
Héarryda framtid 200 200 0 108
Barn och familj 100 100 0 0
NETTOUTGIFTER 3244 4944 1700 2273

I socialndmndens investeringsbudget ingar anslag for reinvesteringar och
budgeten prognostiseras att inte nyttjas fullt ut under aret och genererar ett
overskott om 1,7 mnkr. Overskottet hirror frimst till att upphandlingen av nytt
verksamhetssystem blev ldgre dn budgeterat.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-02-07 12:31:21.905585 UTC ±13 ms

    		2025-02-07 12:10:44.155861 UTC

    		

      130.229.134.32

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:134.0) Gecko/20100101 Firefox/134.0

      

    

    		

      

        The initiator Åsa Minoz (ÅM) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-03-04 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-02-07 12:31:21.905585 UTC ±13 ms

    		2025-02-07 12:10:44.155861 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (per.vorberg@harryda.se) to Per Vorberg (PV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej 

Detta är den formella signeringen av avsktsförklaringen som gjordes vid ceremonin den 6 december 2024. 

Vi beklagar att det blev fel i en första omgång av digital signering.

Vi hoppas på er förståelse och ser fram emot fortsatt gott samarbete!

Vänligen,

Viable Cities team
genom Åsa Minoz

PS  I den digitala signeringen finns processledare från kommunen med på kopia (rollen heter granskare).  

      


    

  



  

  

    		2025-02-07 12:31:21.905585 UTC ±13 ms

    		2025-02-07 12:10:44.155861 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to review the document via email to Lina Wahlgren (LW). The invitation included a link that when clicked led to Scrive eSign’s online interface to review documents. 
The invitation contained the following message: 
 Hej 

Detta är den formella signeringen av avsktsförklaringen som gjordes vid ceremonin den 6 december 2024. 

Vi beklagar att det blev fel i en första omgång av digital signering.

Vi hoppas på er förståelse och ser fram emot fortsatt gott samarbete!

Vänligen,

Viable Cities team
genom Åsa Minoz

PS  I den digitala signeringen finns processledare från kommunen med på kopia (rollen heter granskare).  

      


    

  



  

  

    		2025-02-07 12:31:28.354689 UTC ±13 ms

    		2025-02-07 12:10:44.155861 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per Vorberg (PV) was delivered.

      


    

  



  

  

    		2025-02-07 12:31:28.372908 UTC ±13 ms

    		2025-02-07 12:10:44.155861 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to review the document sent via email to Lina Wahlgren (LW) was delivered.

      


    

  



  

  

    		2025-02-07 13:17:45.250661 UTC ±3 ms

    		2025-02-07 13:10:46.064811 UTC

    		

      194.6.236.154

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Safari/605.1.15

      

    

    		

      

        The party Per Vorberg (PV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-07 13:18:25.894556 UTC ±3 ms

    		2025-02-07 13:10:46.064811 UTC

    		

      194.6.236.154

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Safari/605.1.15

      

    

    		

      

        The signatory Per Vorberg (PV) signed the document.

      


    

  



  

  

    		2025-02-07 13:18:25.894556 UTC ±3 ms

    		2025-02-07 13:10:46.064811 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-02-07 13:18:26.192441 UTC ±3 ms

    		2025-02-07 13:10:46.064811 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.14 ms

		standard deviation: 1.61 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.865%

		|e| < 5 ms: ≈99.805%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-12-27 21:31:53.84702 UTC and 2025-02-07 13:10:46.064811 UTC:







  		Time collected

  		Clock offset







  

    		2024-12-27 21:31:53.84702

    		-1.4 ms

  





  

    		2024-12-27 22:31:55.945703

    		2.4 ms

  





  

    		2024-12-27 23:31:57.671961

    		-0.8 ms

  





  

    		2024-12-28 00:31:59.316383

    		1.8 ms

  





  

    		2024-12-28 01:32:00.84202

    		-1.7 ms

  





  

    		2024-12-28 02:32:02.718718

    		-0.9 ms

  





  

    		2024-12-28 03:32:05.978642

    		0.9 ms

  





  

    		2024-12-28 04:32:07.691615

    		0.6 ms

  





  

    		2024-12-28 05:32:11.253807

    		2.4 ms

  





  

    		2024-12-28 06:32:13.785717

    		0.3 ms

  





  

    		2024-12-28 07:32:15.347797

    		-0.9 ms

  





  

    		2024-12-28 08:32:16.917847

    		1.6 ms

  





  

    		2024-12-28 09:32:20.672389

    		-0.4 ms

  





  

    		2024-12-28 10:32:23.531275

    		0.1 ms

  





  

    		2024-12-28 11:32:27.088781

    		1.0 ms

  





  

    		2024-12-28 12:32:29.328599

    		2.3 ms

  





  

    		2024-12-28 13:32:31.790408

    		-0.4 ms

  





  

    		2024-12-28 14:32:35.743865

    		0.7 ms

  





  

    		2024-12-28 15:32:37.923202

    		2.2 ms

  





  

    		2024-12-28 16:32:39.538465

    		1.6 ms

  





  

    		2024-12-28 17:32:41.015784

    		1.5 ms

  





  

    		2024-12-28 18:32:43.347316

    		0.1 ms

  





  

    		2024-12-28 19:32:44.923877

    		4.0 ms

  





  

    		2024-12-28 20:32:46.837981

    		3.4 ms

  





  

    		2024-12-28 21:32:48.661977

    		-0.9 ms

  





  

    		2024-12-28 22:32:50.418271

    		0.5 ms

  





  

    		2024-12-28 23:32:52.747939

    		-1.8 ms

  





  

    		2024-12-29 00:32:54.889475

    		-1.3 ms

  





  

    		2024-12-29 01:32:57.263624

    		1.4 ms

  





  

    		2024-12-29 02:32:59.337332

    		-0.5 ms

  





  

    		2024-12-29 03:33:01.882776

    		-1.8 ms

  





  

    		2024-12-29 04:33:04.836064

    		1.2 ms

  





  

    		2024-12-29 05:33:07.576079

    		2.3 ms

  





  

    		2024-12-29 06:33:10.032911

    		-1.5 ms

  





  

    		2024-12-29 07:33:12.727917

    		1.1 ms

  





  

    		2024-12-29 08:33:14.714344

    		-0.5 ms

  





  

    		2024-12-29 09:33:16.528985

    		-0.3 ms

  





  

    		2024-12-29 10:33:19.144274

    		1.2 ms

  





  

    		2024-12-29 11:33:21.733934

    		1.4 ms

  





  

    		2024-12-29 12:33:24.101508

    		0.8 ms

  





  

    		2024-12-29 13:33:26.011346

    		0.7 ms

  





  

    		2024-12-29 14:33:28.248104

    		1.4 ms

  





  

    		2024-12-29 15:33:31.738015

    		2.2 ms

  





  

    		2024-12-29 16:33:33.489499

    		-0.7 ms

  





  

    		2024-12-29 17:33:35.525684

    		1.4 ms

  





  

    		2024-12-29 18:33:39.02641

    		-2.6 ms

  





  

    		2024-12-29 19:33:41.805632

    		-1.9 ms

  





  

    		2024-12-29 20:33:44.974286

    		-0.3 ms

  





  

    		2024-12-29 21:33:48.030465

    		1.3 ms

  





  

    		2024-12-29 22:33:51.169881

    		-0.5 ms

  





  

    		2024-12-29 23:33:54.837735

    		1.5 ms

  





  

    		2024-12-30 00:33:58.325745

    		-0.7 ms

  





  

    		2024-12-30 01:34:00.215365

    		2.0 ms

  





  

    		2024-12-30 02:34:01.782756

    		-0.7 ms

  





  

    		2024-12-30 03:34:03.347474

    		-0.2 ms

  





  

    		2024-12-30 04:34:05.178724

    		1.1 ms

  





  

    		2024-12-30 05:34:07.325068

    		-0.4 ms

  





  

    		2024-12-30 06:34:10.839815

    		-0.7 ms

  





  

    		2024-12-30 07:34:12.556924

    		-0.3 ms

  





  

    		2024-12-30 08:34:14.2167

    		-0.2 ms

  





  

    		2024-12-30 09:34:15.908591

    		0.7 ms

  





  

    		2024-12-30 10:34:17.774299

    		-0.6 ms

  





  

    		2024-12-30 11:34:20.134456

    		0.9 ms

  





  

    		2024-12-30 12:34:22.290392

    		2.4 ms

  





  

    		2024-12-30 13:34:23.910242

    		0.8 ms

  





  

    		2024-12-30 14:34:25.904651

    		2.8 ms

  





  

    		2024-12-30 15:34:27.813729

    		-1.1 ms

  





  

    		2024-12-30 16:34:29.908287

    		-0.5 ms

  





  

    		2024-12-30 17:34:31.841778

    		1.2 ms

  





  

    		2024-12-30 18:34:34.768373

    		1.2 ms

  





  

    		2024-12-30 19:34:36.88128

    		-2.0 ms

  





  

    		2024-12-30 20:34:40.349272

    		1.7 ms

  





  

    		2024-12-30 21:34:41.970845

    		-1.4 ms

  





  

    		2024-12-30 22:34:43.977211

    		1.2 ms

  





  

    		2024-12-30 23:34:46.588551

    		-0.6 ms

  





  

    		2024-12-31 00:34:49.72268

    		-1.0 ms

  





  

    		2024-12-31 01:34:53.311546

    		-2.1 ms

  





  

    		2024-12-31 02:34:57.41415

    		-1.1 ms

  





  

    		2024-12-31 03:35:00.369865

    		-0.5 ms

  





  

    		2024-12-31 04:35:02.861225

    		0.2 ms

  





  

    		2024-12-31 05:35:04.601557

    		3.6 ms

  





  

    		2024-12-31 06:35:07.999727

    		-0.7 ms

  





  

    		2024-12-31 07:35:09.64709

    		3.1 ms

  





  

    		2024-12-31 08:35:11.329604

    		-1.0 ms

  





  

    		2024-12-31 09:35:12.840663

    		1.2 ms

  





  

    		2024-12-31 10:35:15.192551

    		0.2 ms

  





  

    		2024-12-31 11:35:17.386793

    		2.5 ms

  





  

    		2024-12-31 12:35:19.6308

    		2.4 ms

  





  

    		2024-12-31 13:35:21.360806

    		-14.7 ms

  





  

    		2024-12-31 14:35:23.568473

    		-0.5 ms

  





  

    		2024-12-31 15:35:25.81452

    		-1.8 ms

  





  

    		2024-12-31 16:35:27.899121

    		0.3 ms

  





  

    		2024-12-31 17:35:31.465276

    		2.6 ms

  





  

    		2024-12-31 18:35:34.541341

    		-1.0 ms

  





  

    		2024-12-31 19:35:37.106148

    		-1.9 ms

  





  

    		2024-12-31 20:35:38.930943

    		-1.7 ms

  





  

    		2024-12-31 21:35:41.062663

    		-2.0 ms

  





  

    		2024-12-31 22:35:43.144289

    		1.3 ms

  





  

    		2024-12-31 23:35:46.372679

    		-1.5 ms

  





  

    		2025-01-01 00:35:49.07603

    		2.0 ms

  





  

    		2025-01-01 01:35:51.556335

    		0.1 ms

  





  

    		2025-01-01 02:35:53.451943

    		1.8 ms

  





  

    		2025-01-01 03:35:55.648038

    		3.8 ms

  





  

    		2025-01-01 04:35:58.273086

    		3.2 ms

  





  

    		2025-01-01 05:35:59.798542

    		1.0 ms

  





  

    		2025-01-01 06:36:02.25132

    		1.2 ms

  





  

    		2025-01-01 07:36:04.965614

    		-1.1 ms

  





  

    		2025-01-01 08:36:06.625859

    		-3.0 ms

  





  

    		2025-01-01 09:36:09.463582

    		0.1 ms

  





  

    		2025-01-01 10:36:11.655347

    		0.3 ms

  





  

    		2025-01-01 11:36:14.821114

    		-0.3 ms

  





  

    		2025-01-01 12:36:17.21084

    		2.3 ms

  





  

    		2025-01-01 13:36:19.208643

    		0.5 ms

  





  

    		2025-01-01 14:36:20.726554

    		-1.7 ms

  





  

    		2025-01-01 15:36:22.828239

    		0.0 ms

  





  

    		2025-01-01 16:36:25.149559

    		1.8 ms

  





  

    		2025-01-01 17:36:27.130039

    		0.8 ms

  





  

    		2025-01-01 18:36:31.119504

    		-0.6 ms

  





  

    		2025-01-01 19:36:33.642999

    		1.0 ms

  





  

    		2025-01-01 20:36:37.644281

    		-1.1 ms

  





  

    		2025-01-01 21:36:39.874644

    		-0.6 ms

  





  

    		2025-01-01 22:36:42.047864

    		-1.3 ms

  





  

    		2025-01-01 23:36:43.956575

    		1.1 ms

  





  

    		2025-01-02 00:36:45.908264

    		0.0 ms

  





  

    		2025-01-02 01:36:47.981106

    		-1.2 ms

  





  

    		2025-01-02 02:36:49.645331

    		-1.0 ms

  





  

    		2025-01-02 03:36:51.957902

    		0.6 ms

  





  

    		2025-01-02 04:36:54.294021

    		0.8 ms

  





  

    		2025-01-02 05:36:56.431753

    		0.6 ms

  





  

    		2025-01-02 06:36:58.779731

    		1.8 ms

  





  

    		2025-01-02 07:37:01.900169

    		0.7 ms

  





  

    		2025-01-02 08:37:04.333077

    		3.5 ms

  





  

    		2025-01-02 09:37:06.345103

    		1.6 ms

  





  

    		2025-01-02 10:37:08.152526

    		0.6 ms

  





  

    		2025-01-02 11:37:10.376868

    		-0.8 ms

  





  

    		2025-01-02 12:37:13.887522

    		4.2 ms

  





  

    		2025-01-02 13:37:17.315506

    		2.3 ms

  





  

    		2025-01-02 14:37:20.585699

    		-0.4 ms

  





  

    		2025-01-02 15:37:22.341135

    		0.9 ms

  





  

    		2025-01-02 16:37:25.170137

    		1.6 ms

  





  

    		2025-01-02 17:37:27.010641

    		1.1 ms

  





  

    		2025-01-02 18:37:31.162254

    		2.5 ms

  





  

    		2025-01-02 19:37:33.137819

    		0.1 ms

  





  

    		2025-01-02 20:37:35.809688

    		-6.3 ms

  





  

    		2025-01-02 21:37:39.018851

    		-6.8 ms

  





  

    		2025-01-02 22:37:40.725403

    		-3.4 ms

  





  

    		2025-01-02 23:37:42.507083

    		2.0 ms

  





  

    		2025-01-03 00:37:45.847593

    		0.9 ms

  





  

    		2025-01-03 01:37:48.658069

    		-2.8 ms

  





  

    		2025-01-03 02:37:52.492949

    		0.6 ms

  





  

    		2025-01-03 03:37:55.78734

    		-1.1 ms

  





  

    		2025-01-03 04:37:59.902424

    		0.0 ms

  





  

    		2025-01-03 05:38:02.661589

    		0.0 ms

  





  

    		2025-01-03 06:38:05.60407

    		-0.7 ms

  





  

    		2025-01-03 07:38:08.995823

    		0.5 ms

  





  

    		2025-01-03 08:38:11.077258

    		1.0 ms

  





  

    		2025-01-03 09:38:12.698282

    		3.6 ms

  





  

    		2025-01-03 10:38:15.887694

    		-0.6 ms

  





  

    		2025-01-03 11:38:18.215821

    		-0.6 ms

  





  

    		2025-01-03 12:38:19.863085

    		1.7 ms

  





  

    		2025-01-03 13:38:21.662319

    		3.1 ms

  





  

    		2025-01-03 14:38:25.040249

    		1.6 ms

  





  

    		2025-01-03 15:38:28.223295

    		-0.5 ms

  





  

    		2025-01-03 16:38:31.107549

    		-2.1 ms

  





  

    		2025-01-03 17:38:32.813088

    		-0.2 ms

  





  

    		2025-01-03 18:38:35.863763

    		-0.4 ms

  





  

    		2025-01-03 19:38:38.473226

    		-1.5 ms

  





  

    		2025-01-03 20:38:41.600249

    		1.3 ms

  





  

    		2025-01-03 21:38:43.998521

    		0.5 ms

  





  

    		2025-01-03 22:38:46.139093

    		-0.3 ms

  





  

    		2025-01-03 23:38:49.22047

    		-0.9 ms

  





  

    		2025-01-04 00:38:51.338467

    		-1.6 ms

  





  

    		2025-01-04 01:38:54.961216

    		2.0 ms

  





  

    		2025-01-04 02:38:57.804068

    		5.6 ms

  





  

    		2025-01-04 03:39:01.144664

    		-1.0 ms

  





  

    		2025-01-04 04:39:03.853636

    		1.0 ms

  





  

    		2025-01-04 05:39:06.244446

    		-0.7 ms

  





  

    		2025-01-04 06:39:08.045365

    		-1.5 ms

  





  

    		2025-01-04 07:39:11.740446

    		-1.7 ms

  





  

    		2025-01-04 08:39:14.829279

    		-1.5 ms

  





  

    		2025-01-04 09:39:16.470832

    		1.4 ms

  





  

    		2025-01-04 10:39:18.468927

    		0.0 ms

  





  

    		2025-01-04 11:39:20.978568

    		2.1 ms

  





  

    		2025-01-04 12:39:22.558775

    		2.0 ms

  





  

    		2025-01-04 13:39:24.40519

    		-0.5 ms

  





  

    		2025-01-04 14:39:26.054725

    		0.2 ms

  





  

    		2025-01-04 15:39:27.696981

    		0.5 ms

  





  

    		2025-01-04 16:39:29.815953

    		0.0 ms

  





  

    		2025-01-04 17:39:33.256245

    		2.4 ms

  





  

    		2025-01-04 18:39:36.220043

    		0.4 ms

  





  

    		2025-01-04 19:39:37.931803

    		0.7 ms

  





  

    		2025-01-04 20:39:40.011324

    		-1.2 ms

  





  

    		2025-01-04 21:39:42.811366

    		-0.3 ms

  





  

    		2025-01-04 22:39:45.633105

    		0.8 ms

  





  

    		2025-01-04 23:39:48.233605

    		1.9 ms

  





  

    		2025-01-05 00:39:50.466318

    		0.9 ms

  





  

    		2025-01-05 01:39:53.820991

    		-1.1 ms

  





  

    		2025-01-05 02:39:57.686477

    		-2.2 ms

  





  

    		2025-01-05 03:39:59.761119

    		-1.4 ms

  





  

    		2025-01-05 04:40:02.440218

    		-0.2 ms

  





  

    		2025-01-05 05:40:04.78605

    		-0.2 ms

  





  

    		2025-01-05 06:40:06.357844

    		-0.5 ms

  





  

    		2025-01-05 07:40:10.270913

    		2.0 ms

  





  

    		2025-01-05 08:40:12.931521

    		-0.4 ms

  





  

    		2025-01-05 09:40:15.434378

    		0.5 ms

  





  

    		2025-01-05 10:40:17.073695

    		0.2 ms

  





  

    		2025-01-05 11:40:19.042117

    		0.0 ms

  





  

    		2025-01-05 12:40:20.64539

    		-0.3 ms

  





  

    		2025-01-05 13:40:22.432485

    		3.0 ms

  





  

    		2025-01-05 14:40:26.130307

    		2.3 ms

  





  

    		2025-01-05 15:40:28.195845

    		-0.4 ms

  





  

    		2025-01-05 16:40:30.349344

    		-0.2 ms

  





  

    		2025-01-05 17:40:34.176467

    		0.9 ms

  





  

    		2025-01-05 18:40:36.072671

    		0.0 ms

  





  

    		2025-01-05 19:40:37.616334

    		-0.8 ms

  





  

    		2025-01-05 20:40:39.392756

    		-0.7 ms

  





  

    		2025-01-05 21:40:41.300308

    		0.6 ms

  





  

    		2025-01-05 22:40:43.014231

    		-0.8 ms

  





  

    		2025-01-05 23:40:44.912167

    		0.6 ms

  





  

    		2025-01-06 00:40:49.113612

    		0.0 ms

  





  

    		2025-01-06 01:40:51.349139

    		0.9 ms

  





  

    		2025-01-06 02:40:54.773347

    		0.3 ms

  





  

    		2025-01-06 03:40:57.593801

    		3.4 ms

  





  

    		2025-01-06 04:41:00.168348

    		1.7 ms

  





  

    		2025-01-06 05:41:02.622881

    		-0.1 ms

  





  

    		2025-01-06 06:41:04.344941

    		1.6 ms

  





  

    		2025-01-06 07:41:06.861623

    		0.8 ms

  





  

    		2025-01-06 08:41:08.742661

    		0.0 ms

  





  

    		2025-01-06 09:41:10.907468

    		-0.9 ms

  





  

    		2025-01-06 10:41:12.950157

    		0.1 ms

  





  

    		2025-01-06 11:41:15.250001

    		-0.6 ms

  





  

    		2025-01-06 12:41:17.596344

    		-0.9 ms

  





  

    		2025-01-06 13:41:19.505608

    		0.1 ms

  





  

    		2025-01-06 14:41:21.277499

    		0.0 ms

  





  

    		2025-01-06 15:41:23.636228

    		0.9 ms

  





  

    		2025-01-06 16:41:25.168491

    		-0.4 ms

  





  

    		2025-01-06 17:41:26.804768

    		-0.3 ms

  





  

    		2025-01-06 18:41:28.826968

    		-0.8 ms

  





  

    		2025-01-06 19:41:32.206663

    		-1.1 ms

  





  

    		2025-01-06 20:41:35.049073

    		-1.7 ms

  





  

    		2025-01-06 21:41:36.665234

    		6.8 ms

  





  

    		2025-01-06 22:41:38.368561

    		-0.5 ms

  





  

    		2025-01-06 23:41:40.335719

    		0.4 ms

  





  

    		2025-01-07 00:41:43.67182

    		0.6 ms

  





  

    		2025-01-07 01:41:45.705503

    		0.1 ms

  





  

    		2025-01-07 02:41:47.839475

    		-0.4 ms

  





  

    		2025-01-07 03:41:50.08858

    		1.5 ms

  





  

    		2025-01-07 04:41:51.715726

    		2.7 ms

  





  

    		2025-01-07 05:41:53.729229

    		4.2 ms

  





  

    		2025-01-07 06:41:56.279515

    		0.6 ms

  





  

    		2025-01-07 07:41:58.138849

    		-0.4 ms

  





  

    		2025-01-07 08:42:00.455071

    		-0.1 ms

  





  

    		2025-01-07 09:42:02.459927

    		4.8 ms

  





  

    		2025-01-07 10:42:04.226502

    		1.9 ms

  





  

    		2025-01-07 11:42:05.928491

    		0.2 ms

  





  

    		2025-01-07 12:42:07.743825

    		0.0 ms

  





  

    		2025-01-07 13:42:09.456164

    		2.7 ms

  





  

    		2025-01-07 14:42:10.992062

    		5.6 ms

  





  

    		2025-01-07 15:42:12.846572

    		0.9 ms

  





  

    		2025-01-07 16:42:14.936831

    		-0.1 ms

  





  

    		2025-01-07 17:42:16.675892

    		0.8 ms

  





  

    		2025-01-07 18:42:18.933799

    		-1.3 ms

  





  

    		2025-01-07 19:42:20.864893

    		-0.9 ms

  





  

    		2025-01-07 20:42:23.799144

    		-1.5 ms

  





  

    		2025-01-07 21:42:25.617251

    		0.9 ms

  





  

    		2025-01-07 22:42:27.6912

    		-0.1 ms

  





  

    		2025-01-07 23:42:29.80115

    		0.4 ms

  





  

    		2025-01-08 00:42:32.876332

    		0.5 ms

  





  

    		2025-01-08 01:42:35.797852

    		-1.0 ms

  





  

    		2025-01-08 02:42:38.036956

    		1.3 ms

  





  

    		2025-01-08 03:42:40.251456

    		-0.8 ms

  





  

    		2025-01-08 04:42:43.009961

    		-0.1 ms

  





  

    		2025-01-08 05:42:45.701368

    		-1.3 ms

  





  

    		2025-01-08 06:42:47.519834

    		2.5 ms

  





  

    		2025-01-08 07:42:50.050949

    		2.9 ms

  





  

    		2025-01-08 08:42:51.694996

    		-1.3 ms

  





  

    		2025-01-08 09:42:54.405271

    		0.3 ms

  





  

    		2025-01-08 10:42:56.683572

    		0.5 ms

  





  

    		2025-01-08 11:42:58.854737

    		1.3 ms

  





  

    		2025-01-08 12:43:02.158702

    		-4.2 ms

  





  

    		2025-01-08 13:43:04.074968

    		-0.3 ms

  





  

    		2025-01-08 14:43:05.726065

    		-0.3 ms

  





  

    		2025-01-08 15:43:07.236195

    		1.1 ms

  





  

    		2025-01-08 16:43:08.736238

    		-2.2 ms

  





  

    		2025-01-08 17:43:10.570471

    		1.9 ms

  





  

    		2025-01-08 18:43:13.001833

    		-2.0 ms

  





  

    		2025-01-08 19:43:15.500019

    		-1.1 ms

  





  

    		2025-01-08 20:43:17.979723

    		-0.5 ms

  





  

    		2025-01-08 21:43:20.702252

    		1.3 ms

  





  

    		2025-01-08 22:43:22.583486

    		-4.4 ms

  





  

    		2025-01-08 23:43:26.151985

    		-1.6 ms

  





  

    		2025-01-09 00:43:28.515863

    		-2.1 ms

  





  

    		2025-01-09 01:43:30.718466

    		0.1 ms

  





  

    		2025-01-09 02:43:34.663539

    		-0.1 ms

  





  

    		2025-01-09 03:43:37.297003

    		-1.8 ms

  





  

    		2025-01-09 04:43:39.57268

    		-1.9 ms

  





  

    		2025-01-09 05:43:42.560043

    		-0.4 ms

  





  

    		2025-01-09 06:43:46.116638

    		-1.2 ms

  





  

    		2025-01-09 07:43:47.754867

    		1.7 ms

  





  

    		2025-01-09 08:43:50.055335

    		2.1 ms

  





  

    		2025-01-09 09:43:51.836107

    		0.6 ms

  





  

    		2025-01-09 10:43:54.050744

    		2.1 ms

  





  

    		2025-01-09 11:43:55.791928

    		3.1 ms

  





  

    		2025-01-09 12:43:57.532818

    		-0.6 ms

  





  

    		2025-01-09 13:43:59.13405

    		1.7 ms

  





  

    		2025-01-09 14:44:01.392657

    		-0.9 ms

  





  

    		2025-01-09 15:44:03.340703

    		0.6 ms

  





  

    		2025-01-09 16:44:05.03638

    		-0.6 ms

  





  

    		2025-01-09 17:44:08.00548

    		-0.8 ms

  





  

    		2025-01-09 18:44:11.072601

    		-0.8 ms

  





  

    		2025-01-09 19:44:14.458583

    		-0.4 ms

  





  

    		2025-01-09 20:44:17.72794

    		-0.5 ms

  





  

    		2025-01-09 21:44:20.640612

    		1.3 ms

  





  

    		2025-01-09 22:44:23.154173

    		1.4 ms

  





  

    		2025-01-09 23:44:25.136038

    		0.5 ms

  





  

    		2025-01-10 00:44:26.809829

    		0.0 ms

  





  

    		2025-01-10 01:44:29.808934

    		-0.4 ms

  





  

    		2025-01-10 02:44:33.794585

    		-0.3 ms

  





  

    		2025-01-10 03:44:36.727315

    		0.8 ms

  





  

    		2025-01-10 04:44:39.552056

    		-1.4 ms

  





  

    		2025-01-10 05:44:42.861064

    		-0.1 ms

  





  

    		2025-01-10 06:44:44.477699

    		2.4 ms

  





  

    		2025-01-10 07:44:46.934882

    		-0.4 ms

  





  

    		2025-01-10 08:44:50.793854

    		-0.8 ms

  





  

    		2025-01-10 09:44:52.312334

    		0.0 ms

  





  

    		2025-01-10 10:44:53.980568

    		0.2 ms

  





  

    		2025-01-10 11:44:56.957678

    		-1.1 ms

  





  

    		2025-01-10 12:44:59.002621

    		-0.7 ms

  





  

    		2025-01-10 13:45:01.130882

    		-1.8 ms

  





  

    		2025-01-10 14:45:02.79992

    		-2.3 ms

  





  

    		2025-01-10 15:45:05.671394

    		2.7 ms

  





  

    		2025-01-10 16:45:07.272751

    		3.6 ms

  





  

    		2025-01-10 17:45:10.472988

    		2.6 ms

  





  

    		2025-01-10 18:45:12.788228

    		0.1 ms

  





  

    		2025-01-10 19:45:14.78634

    		-0.4 ms

  





  

    		2025-01-10 20:45:16.924882

    		1.4 ms

  





  

    		2025-01-10 21:45:19.256512

    		-1.2 ms

  





  

    		2025-01-10 22:45:21.623315

    		1.1 ms

  





  

    		2025-01-10 23:45:23.61404

    		-1.6 ms

  





  

    		2025-01-11 00:45:26.483439

    		-1.1 ms

  





  

    		2025-01-11 01:45:28.256623

    		-0.6 ms

  





  

    		2025-01-11 02:45:31.442419

    		-1.0 ms

  





  

    		2025-01-11 03:45:33.173895

    		-0.3 ms

  





  

    		2025-01-11 04:45:36.261016

    		-0.4 ms

  





  

    		2025-01-11 05:45:39.126353

    		-0.9 ms

  





  

    		2025-01-11 06:45:40.793266

    		-1.6 ms

  





  

    		2025-01-11 07:45:43.267188

    		1.1 ms

  





  

    		2025-01-11 08:45:44.850629

    		2.2 ms

  





  

    		2025-01-11 09:45:46.803129

    		1.1 ms

  





  

    		2025-01-11 10:45:48.546707

    		2.7 ms

  





  

    		2025-01-11 11:45:50.053391

    		2.7 ms

  





  

    		2025-01-11 12:45:51.698726

    		-1.3 ms

  





  

    		2025-01-11 13:45:53.56753

    		2.5 ms

  





  

    		2025-01-11 14:45:54.982632

    		3.0 ms

  





  

    		2025-01-11 15:45:59.035784

    		1.1 ms

  





  

    		2025-01-11 16:46:03.378063

    		1.5 ms

  





  

    		2025-01-11 17:46:06.364693

    		-0.3 ms

  





  

    		2025-01-11 18:46:09.570645

    		0.5 ms

  





  

    		2025-01-11 19:46:11.31021

    		0.8 ms

  





  

    		2025-01-11 20:46:14.95311

    		-0.6 ms

  





  

    		2025-01-11 21:46:16.991579

    		1.0 ms

  





  

    		2025-01-11 22:46:19.112134

    		-4.2 ms

  





  

    		2025-01-11 23:46:21.258689

    		-5.8 ms

  





  

    		2025-01-12 00:46:23.43202

    		-3.6 ms

  





  

    		2025-01-12 01:46:25.420717

    		0.5 ms

  





  

    		2025-01-12 02:46:27.828104

    		-1.0 ms

  





  

    		2025-01-12 03:46:31.396009

    		-0.4 ms

  





  

    		2025-01-12 04:46:34.234341

    		-0.1 ms

  





  

    		2025-01-12 05:46:36.9178

    		-1.4 ms

  





  

    		2025-01-12 06:46:39.021896

    		-1.7 ms

  





  

    		2025-01-12 07:46:40.369818

    		-1.2 ms

  





  

    		2025-01-12 08:46:42.668522

    		1.2 ms

  





  

    		2025-01-12 09:46:45.808077

    		2.3 ms

  





  

    		2025-01-12 10:46:47.264767

    		2.7 ms

  





  

    		2025-01-12 11:46:50.13671

    		3.5 ms

  





  

    		2025-01-12 12:46:52.543671

    		0.9 ms

  





  

    		2025-01-12 13:46:54.100893

    		-1.0 ms

  





  

    		2025-01-12 14:46:55.931295

    		0.3 ms

  





  

    		2025-01-12 15:46:58.449927

    		1.4 ms

  





  

    		2025-01-12 16:47:00.011572

    		0.5 ms

  





  

    		2025-01-12 17:47:01.550674

    		2.2 ms

  





  

    		2025-01-12 18:47:05.148457

    		-0.4 ms

  





  

    		2025-01-12 19:47:07.349325

    		-0.6 ms

  





  

    		2025-01-12 20:47:10.130924

    		2.1 ms

  





  

    		2025-01-12 21:47:12.402817

    		0.2 ms

  





  

    		2025-01-12 22:47:14.508093

    		-1.5 ms

  





  

    		2025-01-12 23:47:16.876933

    		-1.3 ms

  





  

    		2025-01-13 00:47:20.002802

    		-2.0 ms

  





  

    		2025-01-13 01:47:24.380426

    		3.2 ms

  





  

    		2025-01-13 02:47:26.947097

    		-1.1 ms

  





  

    		2025-01-13 03:47:28.757546

    		-2.4 ms

  





  

    		2025-01-13 04:47:32.187906

    		1.8 ms

  





  

    		2025-01-13 05:47:34.450126

    		-0.4 ms

  





  

    		2025-01-13 06:47:36.444982

    		3.7 ms

  





  

    		2025-01-13 07:47:38.003472

    		1.0 ms

  





  

    		2025-01-13 08:47:40.427863

    		1.0 ms

  





  

    		2025-01-13 09:47:42.305756

    		-0.1 ms

  





  

    		2025-01-13 10:47:43.988956

    		53.5 ms

  





  

    		2025-01-13 11:47:46.170082

    		-0.5 ms

  





  

    		2025-01-13 12:47:47.829464

    		0.7 ms

  





  

    		2025-01-13 13:47:50.160609

    		0.5 ms

  





  

    		2025-01-13 14:47:51.920761

    		0.1 ms

  





  

    		2025-01-13 15:47:54.053948

    		1.0 ms

  





  

    		2025-01-13 16:47:55.807758

    		-0.1 ms

  





  

    		2025-01-13 17:47:57.673686

    		-1.8 ms

  





  

    		2025-01-13 18:48:01.273662

    		-1.6 ms

  





  

    		2025-01-13 19:48:03.544865

    		-0.4 ms

  





  

    		2025-01-13 20:48:06.390295

    		-2.3 ms

  





  

    		2025-01-13 21:48:08.920869

    		-1.9 ms

  





  

    		2025-01-13 22:48:10.98114

    		1.0 ms

  





  

    		2025-01-13 23:48:14.091008

    		4.2 ms

  





  

    		2025-01-14 00:48:15.91279

    		-4.0 ms

  





  

    		2025-01-14 01:48:18.088281

    		0.3 ms

  





  

    		2025-01-14 02:48:20.403637

    		-0.1 ms

  





  

    		2025-01-14 03:48:22.178778

    		4.0 ms

  





  

    		2025-01-14 04:48:24.288743

    		-4.1 ms

  





  

    		2025-01-14 05:48:26.971708

    		0.6 ms

  





  

    		2025-01-14 06:48:30.46633

    		-2.7 ms

  





  

    		2025-01-14 07:48:32.153789

    		-0.5 ms

  





  

    		2025-01-14 08:48:34.38035

    		2.3 ms

  





  

    		2025-01-14 09:48:36.132558

    		1.5 ms

  





  

    		2025-01-14 10:48:38.052491

    		0.6 ms

  





  

    		2025-01-14 11:48:40.610146

    		1.5 ms

  





  

    		2025-01-14 12:48:43.402706

    		-0.2 ms

  





  

    		2025-01-14 13:48:45.489291

    		-0.4 ms

  





  

    		2025-01-14 14:48:47.170029

    		-1.2 ms

  





  

    		2025-01-14 15:48:49.069444

    		1.6 ms

  





  

    		2025-01-14 16:48:50.96042

    		-1.5 ms

  





  

    		2025-01-14 17:48:52.902587

    		-0.3 ms

  





  

    		2025-01-14 18:48:54.949964

    		1.8 ms

  





  

    		2025-01-14 19:48:58.24759

    		0.2 ms

  





  

    		2025-01-14 20:49:00.415084

    		-0.9 ms

  





  

    		2025-01-14 21:49:03.813503

    		0.4 ms

  





  

    		2025-01-14 22:49:05.940256

    		-0.3 ms

  





  

    		2025-01-14 23:49:07.56945

    		-2.4 ms

  





  

    		2025-01-15 00:49:09.607223

    		-2.4 ms

  





  

    		2025-01-15 01:49:11.38664

    		-3.2 ms

  





  

    		2025-01-15 02:49:14.016694

    		-1.8 ms

  





  

    		2025-01-15 03:49:17.439036

    		-3.0 ms

  





  

    		2025-01-15 04:49:20.062997

    		-2.5 ms

  





  

    		2025-01-15 05:49:22.338851

    		0.2 ms

  





  

    		2025-01-15 06:49:24.37412

    		-0.1 ms

  





  

    		2025-01-15 07:49:26.656353

    		-2.7 ms

  





  

    		2025-01-15 08:49:28.372215

    		0.8 ms

  





  

    		2025-01-15 09:49:30.672677

    		1.1 ms

  





  

    		2025-01-15 10:49:32.16245

    		1.0 ms

  





  

    		2025-01-15 11:49:34.110614

    		0.2 ms

  





  

    		2025-01-15 12:49:36.310637

    		-1.1 ms

  





  

    		2025-01-15 13:49:38.130935

    		-0.2 ms

  





  

    		2025-01-15 14:49:40.259588

    		0.3 ms

  





  

    		2025-01-15 15:49:42.088076

    		1.2 ms

  





  

    		2025-01-15 16:49:44.885883

    		1.5 ms

  





  

    		2025-01-15 17:49:47.004847

    		-1.2 ms

  





  

    		2025-01-15 18:49:49.402399

    		2.9 ms

  





  

    		2025-01-15 19:49:51.177788

    		2.1 ms

  





  

    		2025-01-15 20:49:53.884034

    		0.1 ms

  





  

    		2025-01-15 21:49:55.375286

    		-1.8 ms

  





  

    		2025-01-15 22:49:57.206726

    		1.6 ms

  





  

    		2025-01-15 23:49:58.88466

    		-1.5 ms

  





  

    		2025-01-16 00:50:00.868997

    		-0.7 ms

  





  

    		2025-01-16 01:50:04.713161

    		0.5 ms

  





  

    		2025-01-16 02:50:07.369385

    		0.6 ms

  





  

    		2025-01-16 03:50:09.330451

    		-1.3 ms

  





  

    		2025-01-16 04:50:11.746784

    		0.7 ms

  





  

    		2025-01-16 05:50:13.369029

    		0.1 ms

  





  

    		2025-01-16 06:50:15.024562

    		1.7 ms

  





  

    		2025-01-16 07:50:18.413467

    		-0.3 ms

  





  

    		2025-01-16 08:50:20.874164

    		0.5 ms

  





  

    		2025-01-16 09:50:23.100297

    		3.1 ms

  





  

    		2025-01-16 10:50:25.136861

    		0.2 ms

  





  

    		2025-01-16 11:50:26.59198

    		0.2 ms

  





  

    		2025-01-16 12:50:29.664834

    		-1.0 ms

  





  

    		2025-01-16 13:50:31.611588

    		1.0 ms

  





  

    		2025-01-16 14:50:33.978972

    		-0.6 ms

  





  

    		2025-01-16 15:50:35.850971

    		0.3 ms

  





  

    		2025-01-16 16:50:38.014017

    		-0.1 ms

  





  

    		2025-01-16 17:50:41.930125

    		-1.8 ms

  





  

    		2025-01-16 18:50:44.290617

    		-0.3 ms

  





  

    		2025-01-16 19:50:45.806869

    		1.4 ms

  





  

    		2025-01-16 20:50:49.38061

    		-0.7 ms

  





  

    		2025-01-16 21:50:51.41625

    		-0.5 ms

  





  

    		2025-01-16 22:50:53.051759

    		-1.3 ms

  





  

    		2025-01-16 23:50:55.414758

    		3.0 ms

  





  

    		2025-01-17 00:50:57.815712

    		-0.8 ms

  





  

    		2025-01-17 01:50:59.729492

    		-0.4 ms

  





  

    		2025-01-17 02:51:02.113973

    		-1.5 ms

  





  

    		2025-01-17 03:51:04.365578

    		-1.2 ms

  





  

    		2025-01-17 04:51:05.922027

    		2.6 ms

  





  

    		2025-01-17 05:51:08.178861

    		0.5 ms

  





  

    		2025-01-17 06:51:11.858917

    		1.1 ms

  





  

    		2025-01-17 07:51:14.342773

    		3.7 ms

  





  

    		2025-01-17 08:51:15.969153

    		3.4 ms

  





  

    		2025-01-17 09:51:18.327117

    		0.3 ms

  





  

    		2025-01-17 10:51:20.994659

    		3.0 ms

  





  

    		2025-01-17 11:51:22.932392

    		1.7 ms

  





  

    		2025-01-17 12:51:24.733238

    		-0.4 ms

  





  

    		2025-01-17 13:51:27.089457

    		-0.1 ms

  





  

    		2025-01-17 14:51:29.154522

    		0.1 ms

  





  

    		2025-01-17 15:51:31.004644

    		-0.4 ms

  





  

    		2025-01-17 16:51:32.507233

    		-0.4 ms

  





  

    		2025-01-17 17:51:34.471998

    		-1.4 ms

  





  

    		2025-01-17 18:51:38.556177

    		-3.5 ms

  





  

    		2025-01-17 19:51:40.501508

    		-1.4 ms

  





  

    		2025-01-17 20:51:44.164318

    		1.3 ms

  





  

    		2025-01-17 21:51:46.804879

    		-0.9 ms

  





  

    		2025-01-17 22:51:48.990862

    		-1.4 ms

  





  

    		2025-01-17 23:51:51.818326

    		-2.0 ms

  





  

    		2025-01-18 00:51:55.138618

    		0.4 ms

  





  

    		2025-01-18 01:51:59.400928

    		-3.6 ms

  





  

    		2025-01-18 02:52:03.438324

    		-1.3 ms

  





  

    		2025-01-18 03:52:07.311388

    		0.1 ms

  





  

    		2025-01-18 04:52:10.008667

    		-0.8 ms

  





  

    		2025-01-18 05:52:12.935589

    		1.4 ms

  





  

    		2025-01-18 06:52:15.773832

    		1.3 ms

  





  

    		2025-01-18 07:52:18.466362

    		1.9 ms

  





  

    		2025-01-18 08:52:20.237539

    		2.4 ms

  





  

    		2025-01-18 09:52:21.785717

    		1.7 ms

  





  

    		2025-01-18 10:52:24.799617

    		1.2 ms

  





  

    		2025-01-18 11:52:26.894735

    		-0.4 ms

  





  

    		2025-01-18 12:52:30.398373

    		0.9 ms

  





  

    		2025-01-18 13:52:33.120876

    		-1.4 ms

  





  

    		2025-01-18 14:52:34.886548

    		-1.5 ms

  





  

    		2025-01-18 15:52:36.466977

    		2.5 ms

  





  

    		2025-01-18 16:52:38.073971

    		0.8 ms

  





  

    		2025-01-18 17:52:39.684279

    		2.4 ms

  





  

    		2025-01-18 18:52:42.08056

    		-0.2 ms

  





  

    		2025-01-18 19:52:44.21963

    		0.7 ms

  





  

    		2025-01-18 20:52:45.834271

    		-1.7 ms

  





  

    		2025-01-18 21:52:48.327933

    		0.7 ms

  





  

    		2025-01-18 22:52:50.206221

    		-1.4 ms

  





  

    		2025-01-18 23:52:52.741556

    		0.3 ms

  





  

    		2025-01-19 00:52:55.475402

    		-1.2 ms

  





  

    		2025-01-19 01:52:57.681776

    		0.5 ms

  





  

    		2025-01-19 02:52:59.480691

    		-0.2 ms

  





  

    		2025-01-19 03:53:01.462514

    		-2.1 ms

  





  

    		2025-01-19 04:53:04.379144

    		-0.9 ms

  





  

    		2025-01-19 05:53:07.343193

    		1.2 ms

  





  

    		2025-01-19 06:53:10.524129

    		-0.3 ms

  





  

    		2025-01-19 07:53:13.112162

    		0.3 ms

  





  

    		2025-01-19 08:53:15.033473

    		-0.5 ms

  





  

    		2025-01-19 09:53:16.985563

    		1.3 ms

  





  

    		2025-01-19 10:53:19.031908

    		1.0 ms

  





  

    		2025-01-19 11:53:20.819805

    		1.6 ms

  





  

    		2025-01-19 12:53:22.927094

    		2.2 ms

  





  

    		2025-01-19 13:53:25.474456

    		2.5 ms

  





  

    		2025-01-19 14:53:28.474134

    		1.6 ms

  





  

    		2025-01-19 15:53:30.097648

    		-0.2 ms

  





  

    		2025-01-19 16:53:33.512878

    		-3.3 ms

  





  

    		2025-01-19 17:53:37.794547

    		-0.9 ms

  





  

    		2025-01-19 18:53:39.918036

    		-1.2 ms

  





  

    		2025-01-19 19:53:41.770108

    		-2.8 ms

  





  

    		2025-01-19 20:53:45.307715

    		-0.2 ms

  





  

    		2025-01-19 21:53:47.738215

    		-4.7 ms

  





  

    		2025-01-19 22:53:50.726481

    		-1.4 ms

  





  

    		2025-01-19 23:53:52.921153

    		-0.5 ms

  





  

    		2025-01-20 00:53:54.506154

    		-0.5 ms

  





  

    		2025-01-20 01:53:56.836835

    		-1.7 ms

  





  

    		2025-01-20 02:53:58.723649

    		2.6 ms

  





  

    		2025-01-20 03:54:03.179798

    		-0.2 ms

  





  

    		2025-01-20 04:54:04.804742

    		2.0 ms

  





  

    		2025-01-20 05:54:07.269775

    		1.0 ms

  





  

    		2025-01-20 06:54:09.641862

    		-1.3 ms

  





  

    		2025-01-20 07:54:11.119062

    		1.4 ms

  





  

    		2025-01-20 08:54:13.494573

    		0.5 ms

  





  

    		2025-01-20 09:54:15.075375

    		1.6 ms

  





  

    		2025-01-20 10:54:16.908146

    		2.2 ms

  





  

    		2025-01-20 11:54:18.694458

    		2.3 ms

  





  

    		2025-01-20 12:54:20.310626

    		0.0 ms

  





  

    		2025-01-20 13:54:22.20962

    		0.3 ms

  





  

    		2025-01-20 14:54:24.081496

    		-0.3 ms

  





  

    		2025-01-20 15:54:25.752209

    		-0.5 ms

  





  

    		2025-01-20 16:54:27.393221

    		1.4 ms

  





  

    		2025-01-20 17:54:30.349478

    		-2.1 ms

  





  

    		2025-01-20 18:54:32.613347

    		-0.5 ms

  





  

    		2025-01-20 19:54:34.140424

    		0.6 ms

  





  

    		2025-01-20 20:54:36.918301

    		-1.6 ms

  





  

    		2025-01-20 21:54:40.571246

    		-0.9 ms

  





  

    		2025-01-20 22:54:42.98202

    		0.8 ms

  





  

    		2025-01-20 23:54:45.095796

    		-1.1 ms

  





  

    		2025-01-21 00:54:46.67017

    		0.1 ms

  





  

    		2025-01-21 01:54:48.85914

    		0.3 ms

  





  

    		2025-01-21 02:54:52.28892

    		-1.0 ms

  





  

    		2025-01-21 03:54:54.977672

    		-1.2 ms

  





  

    		2025-01-21 04:54:56.735396

    		-0.1 ms

  





  

    		2025-01-21 05:54:58.69744

    		0.1 ms

  





  

    		2025-01-21 06:55:01.80111

    		-0.1 ms

  





  

    		2025-01-21 07:55:03.876406

    		2.8 ms

  





  

    		2025-01-21 08:55:05.532809

    		-1.7 ms

  





  

    		2025-01-21 09:55:07.334074

    		-1.2 ms

  





  

    		2025-01-21 10:55:08.738472

    		0.6 ms

  





  

    		2025-01-21 11:55:10.623951

    		2.0 ms

  





  

    		2025-01-21 12:55:12.112629

    		-0.3 ms

  





  

    		2025-01-21 13:55:13.611731

    		2.0 ms

  





  

    		2025-01-21 14:55:15.904429

    		-1.2 ms

  





  

    		2025-01-21 15:55:17.662404

    		1.1 ms

  





  

    		2025-01-21 16:55:19.628443

    		-1.2 ms

  





  

    		2025-01-21 17:55:21.707187

    		1.8 ms

  





  

    		2025-01-21 18:55:24.762073

    		-0.2 ms

  





  

    		2025-01-21 19:55:27.490101

    		1.5 ms

  





  

    		2025-01-21 20:55:29.649132

    		0.3 ms

  





  

    		2025-01-21 21:55:32.057918

    		-1.4 ms

  





  

    		2025-01-21 22:55:34.456283

    		-1.0 ms

  





  

    		2025-01-21 23:55:37.117685

    		0.0 ms

  





  

    		2025-01-22 00:55:40.145813

    		-2.7 ms

  





  

    		2025-01-22 01:55:41.772971

    		-0.5 ms

  





  

    		2025-01-22 02:55:43.485633

    		1.5 ms

  





  

    		2025-01-22 03:55:47.586802

    		1.3 ms

  





  

    		2025-01-22 04:55:49.722342

    		1.3 ms

  





  

    		2025-01-22 05:55:52.684796

    		1.3 ms

  





  

    		2025-01-22 06:55:54.59796

    		0.1 ms

  





  

    		2025-01-22 07:55:57.418622

    		1.3 ms

  





  

    		2025-01-22 08:55:59.073362

    		3.5 ms

  





  

    		2025-01-22 09:56:00.697455

    		0.8 ms

  





  

    		2025-01-22 10:56:02.912392

    		-0.1 ms

  





  

    		2025-01-22 11:56:04.538118

    		1.4 ms

  





  

    		2025-01-22 12:56:06.467305

    		1.2 ms

  





  

    		2025-01-22 13:56:08.680855

    		-2.3 ms

  





  

    		2025-01-22 14:56:10.361183

    		-1.5 ms

  





  

    		2025-01-22 15:56:12.846381

    		3.0 ms

  





  

    		2025-01-22 16:56:14.617542

    		2.0 ms

  





  

    		2025-01-22 17:56:17.309628

    		-2.0 ms

  





  

    		2025-01-22 18:56:19.397689

    		-1.0 ms

  





  

    		2025-01-22 19:56:23.04761

    		1.1 ms

  





  

    		2025-01-22 20:56:25.647402

    		1.0 ms

  





  

    		2025-01-22 21:56:29.109686

    		-1.2 ms

  





  

    		2025-01-22 22:56:32.173597

    		0.6 ms

  





  

    		2025-01-22 23:56:33.889714

    		-0.4 ms

  





  

    		2025-01-23 00:56:35.686898

    		-0.9 ms

  





  

    		2025-01-23 01:56:37.665683

    		-1.4 ms

  





  

    		2025-01-23 02:56:41.167532

    		-1.1 ms

  





  

    		2025-01-23 03:56:42.659032

    		0.9 ms

  





  

    		2025-01-23 04:56:45.413951

    		1.2 ms

  





  

    		2025-01-23 05:56:48.691401

    		0.1 ms

  





  

    		2025-01-23 06:56:52.111826

    		2.0 ms

  





  

    		2025-01-23 07:56:54.081613

    		0.7 ms

  





  

    		2025-01-23 08:56:56.001619

    		1.4 ms

  





  

    		2025-01-23 09:56:57.952612

    		1.0 ms

  





  

    		2025-01-23 10:56:59.633959

    		2.5 ms

  





  

    		2025-01-23 11:57:01.401183

    		-1.4 ms

  





  

    		2025-01-23 12:57:03.105529

    		1.2 ms

  





  

    		2025-01-23 13:57:05.351076

    		0.3 ms

  





  

    		2025-01-23 14:57:07.001105

    		0.1 ms

  





  

    		2025-01-23 15:57:10.217478

    		1.4 ms

  





  

    		2025-01-23 16:57:13.047443

    		2.3 ms

  





  

    		2025-01-23 17:57:15.588541

    		1.0 ms

  





  

    		2025-01-23 18:57:17.79998

    		2.4 ms

  





  

    		2025-01-23 19:57:19.741036

    		0.5 ms

  





  

    		2025-01-23 20:57:22.783228

    		0.2 ms

  





  

    		2025-01-23 21:57:24.524429

    		-0.8 ms

  





  

    		2025-01-23 22:57:26.87932

    		0.0 ms

  





  

    		2025-01-23 23:57:28.861209

    		-1.4 ms

  





  

    		2025-01-24 00:57:31.501964

    		-3.0 ms

  





  

    		2025-01-24 01:57:33.811625

    		-1.2 ms

  





  

    		2025-01-24 02:57:36.156206

    		-3.8 ms

  





  

    		2025-01-24 03:57:38.713535

    		5.0 ms

  





  

    		2025-01-24 04:57:42.204919

    		-0.3 ms

  





  

    		2025-01-24 05:57:44.001013

    		2.1 ms

  





  

    		2025-01-24 06:57:45.639438

    		-0.6 ms

  





  

    		2025-01-24 07:57:48.463322

    		0.7 ms

  





  

    		2025-01-24 08:57:50.204777

    		1.7 ms

  





  

    		2025-01-24 09:57:51.993874

    		2.2 ms

  





  

    		2025-01-24 10:57:53.711095

    		2.6 ms

  





  

    		2025-01-24 11:57:55.899132

    		1.0 ms

  





  

    		2025-01-24 12:57:57.656004

    		0.2 ms

  





  

    		2025-01-24 13:57:59.274964

    		-0.8 ms

  





  

    		2025-01-24 14:58:01.966429

    		4.0 ms

  





  

    		2025-01-24 15:58:05.382673

    		0.1 ms

  





  

    		2025-01-24 16:58:07.356217

    		9.6 ms

  





  

    		2025-01-24 17:58:10.411523

    		-2.7 ms

  





  

    		2025-01-24 18:58:13.125409

    		-2.0 ms

  





  

    		2025-01-24 19:58:15.901161

    		-2.9 ms

  





  

    		2025-01-24 20:58:17.503071

    		-1.8 ms

  





  

    		2025-01-24 21:58:20.231287

    		-3.0 ms

  





  

    		2025-01-24 22:58:23.152744

    		0.4 ms

  





  

    		2025-01-24 23:58:25.847167

    		1.6 ms

  





  

    		2025-01-25 00:58:27.572149

    		1.6 ms

  





  

    		2025-01-25 01:58:29.453887

    		-1.9 ms

  





  

    		2025-01-25 02:58:31.43904

    		-1.3 ms

  





  

    		2025-01-25 03:58:33.066463

    		-0.6 ms

  





  

    		2025-01-25 04:58:35.869895

    		2.4 ms

  





  

    		2025-01-25 05:58:39.794238

    		1.5 ms

  





  

    		2025-01-25 06:58:42.899473

    		1.2 ms

  





  

    		2025-01-25 07:58:45.319506

    		1.2 ms

  





  

    		2025-01-25 08:58:47.149043

    		0.6 ms

  





  

    		2025-01-25 09:58:49.085777

    		0.4 ms

  





  

    		2025-01-25 10:58:50.908606

    		-0.7 ms

  





  

    		2025-01-25 11:58:53.12214

    		-0.8 ms

  





  

    		2025-01-25 12:58:55.587425

    		1.5 ms

  





  

    		2025-01-25 13:58:57.543188

    		0.5 ms

  





  

    		2025-01-25 14:59:00.345875

    		-1.2 ms

  





  

    		2025-01-25 15:59:02.378001

    		-0.3 ms

  





  

    		2025-01-25 16:59:03.944373

    		-0.5 ms

  





  

    		2025-01-25 17:59:06.759928

    		-1.1 ms

  





  

    		2025-01-25 18:59:08.42363

    		0.0 ms

  





  

    		2025-01-25 19:59:10.720396

    		-0.8 ms

  





  

    		2025-01-25 20:59:12.334562

    		1.0 ms

  





  

    		2025-01-25 21:59:13.99385

    		1.0 ms

  





  

    		2025-01-25 22:59:15.875973

    		-0.6 ms

  





  

    		2025-01-25 23:59:18.368988

    		-0.5 ms

  





  

    		2025-01-26 00:59:21.502564

    		-1.8 ms

  





  

    		2025-01-26 01:59:24.627116

    		-2.5 ms

  





  

    		2025-01-26 02:59:26.422089

    		-0.6 ms

  





  

    		2025-01-26 03:59:28.674971

    		-0.2 ms

  





  

    		2025-01-26 04:59:31.340365

    		0.1 ms

  





  

    		2025-01-26 05:59:35.468466

    		0.0 ms

  





  

    		2025-01-26 06:59:39.542108

    		-2.6 ms

  





  

    		2025-01-26 07:59:41.469145

    		-0.3 ms

  





  

    		2025-01-26 08:59:43.600837

    		1.8 ms

  





  

    		2025-01-26 09:59:46.075218

    		1.2 ms

  





  

    		2025-01-26 10:59:49.790953

    		-0.7 ms

  





  

    		2025-01-26 11:59:51.536412

    		1.4 ms

  





  

    		2025-01-26 12:59:53.298501

    		-0.1 ms

  





  

    		2025-01-26 13:59:55.020666

    		-1.0 ms

  





  

    		2025-01-26 14:59:57.521746

    		0.6 ms

  





  

    		2025-01-26 15:59:59.234482

    		0.0 ms

  





  

    		2025-01-26 17:00:00.935396

    		-0.7 ms

  





  

    		2025-01-26 18:00:03.4588

    		-0.5 ms

  





  

    		2025-01-26 19:00:07.298419

    		0.3 ms

  





  

    		2025-01-26 20:00:10.098568

    		-2.2 ms

  





  

    		2025-01-26 21:00:13.059962

    		-1.9 ms

  





  

    		2025-01-26 22:00:16.120772

    		-0.1 ms

  





  

    		2025-01-26 23:00:18.353047

    		0.7 ms

  





  

    		2025-01-27 00:00:20.148903

    		-1.2 ms

  





  

    		2025-01-27 01:00:23.737452

    		0.7 ms

  





  

    		2025-01-27 02:00:25.523357

    		0.1 ms

  





  

    		2025-01-27 03:00:28.619038

    		-0.7 ms

  





  

    		2025-01-27 04:00:32.105328

    		0.7 ms

  





  

    		2025-01-27 05:00:35.225913

    		1.2 ms

  





  

    		2025-01-27 06:00:37.315645

    		-1.4 ms

  





  

    		2025-01-27 07:00:39.418015

    		0.0 ms

  





  

    		2025-01-27 08:00:41.968265

    		3.6 ms

  





  

    		2025-01-27 09:00:44.004365

    		2.5 ms

  





  

    		2025-01-27 10:00:45.787637

    		1.4 ms

  





  

    		2025-01-27 11:00:47.333713

    		-0.5 ms

  





  

    		2025-01-27 12:00:49.123224

    		-0.1 ms

  





  

    		2025-01-27 13:00:51.025081

    		-1.1 ms

  





  

    		2025-01-27 14:00:52.967144

    		1.5 ms

  





  

    		2025-01-27 15:00:54.862727

    		-0.7 ms

  





  

    		2025-01-27 16:00:56.59434

    		1.0 ms

  





  

    		2025-01-27 17:00:58.296822

    		1.0 ms

  





  

    		2025-01-27 18:01:00.264147

    		-0.3 ms

  





  

    		2025-01-27 19:01:02.802939

    		-0.7 ms

  





  

    		2025-01-27 20:01:04.338306

    		-0.7 ms

  





  

    		2025-01-27 21:01:06.027075

    		-1.5 ms

  





  

    		2025-01-27 22:01:08.758361

    		5.0 ms

  





  

    		2025-01-27 23:01:10.637198

    		1.1 ms

  





  

    		2025-01-28 00:01:12.871104

    		-2.7 ms

  





  

    		2025-01-28 01:01:14.777906

    		0.8 ms

  





  

    		2025-01-28 02:01:18.024027

    		0.1 ms

  





  

    		2025-01-28 03:01:21.164103

    		0.3 ms

  





  

    		2025-01-28 04:01:24.169511

    		3.8 ms

  





  

    		2025-01-28 05:01:26.209282

    		-1.3 ms

  





  

    		2025-01-28 06:01:28.505703

    		13.6 ms

  





  

    		2025-01-28 07:01:31.971162

    		0.5 ms

  





  

    		2025-01-28 08:01:35.164163

    		-0.2 ms

  





  

    		2025-01-28 09:01:37.224548

    		-1.2 ms

  





  

    		2025-01-28 10:01:38.944894

    		1.1 ms

  





  

    		2025-01-28 11:01:40.688364

    		0.4 ms

  





  

    		2025-01-28 12:01:42.668235

    		0.2 ms

  





  

    		2025-01-28 13:01:44.464214

    		2.5 ms

  





  

    		2025-01-28 14:01:46.260905

    		1.6 ms

  





  

    		2025-01-28 15:01:47.689105

    		1.3 ms

  





  

    		2025-01-28 16:01:49.477602

    		2.1 ms

  





  

    		2025-01-28 17:01:50.965351

    		-1.4 ms

  





  

    		2025-01-28 18:01:53.030612

    		2.3 ms

  





  

    		2025-01-28 19:01:56.068592

    		2.1 ms

  





  

    		2025-01-28 20:01:58.147744

    		5.0 ms

  





  

    		2025-01-28 21:02:00.079293

    		1.2 ms

  





  

    		2025-01-28 22:02:02.656954

    		4.7 ms

  





  

    		2025-01-28 23:02:04.277395

    		-1.9 ms

  





  

    		2025-01-29 00:02:07.516767

    		-3.7 ms

  





  

    		2025-01-29 01:02:09.976945

    		-3.6 ms

  





  

    		2025-01-29 02:02:12.873207

    		-3.8 ms

  





  

    		2025-01-29 03:02:16.514358

    		-1.3 ms

  





  

    		2025-01-29 04:02:19.181682

    		0.3 ms

  





  

    		2025-01-29 05:02:21.753211

    		1.2 ms

  





  

    		2025-01-29 06:02:23.925904

    		-0.1 ms

  





  

    		2025-01-29 07:02:27.17606

    		0.2 ms

  





  

    		2025-01-29 08:02:29.550304

    		0.0 ms

  





  

    		2025-01-29 09:02:31.688542

    		0.3 ms

  





  

    		2025-01-29 10:02:33.705229

    		0.5 ms

  





  

    		2025-01-29 11:02:35.447063

    		1.5 ms

  





  

    		2025-01-29 12:02:37.623976

    		1.6 ms

  





  

    		2025-01-29 13:02:39.37902

    		-4.5 ms

  





  

    		2025-01-29 14:02:40.949454

    		0.6 ms

  





  

    		2025-01-29 15:02:43.505337

    		0.6 ms

  





  

    		2025-01-29 16:02:45.377219

    		1.9 ms

  





  

    		2025-01-29 17:02:47.120565

    		-2.1 ms

  





  

    		2025-01-29 18:02:49.056165

    		-1.4 ms

  





  

    		2025-01-29 19:02:51.152872

    		-5.8 ms

  





  

    		2025-01-29 20:02:52.930783

    		-0.5 ms

  





  

    		2025-01-29 21:02:55.945696

    		-1.2 ms

  





  

    		2025-01-29 22:02:58.441479

    		-2.2 ms

  





  

    		2025-01-29 23:03:01.171514

    		-2.3 ms

  





  

    		2025-01-30 00:03:03.533496

    		-1.4 ms

  





  

    		2025-01-30 01:03:07.652453

    		-2.6 ms

  





  

    		2025-01-30 02:03:10.529846

    		-0.2 ms

  





  

    		2025-01-30 03:03:13.762046

    		-1.1 ms

  





  

    		2025-01-30 04:03:17.654469

    		1.1 ms

  





  

    		2025-01-30 05:03:20.634475

    		0.6 ms

  





  

    		2025-01-30 06:03:22.44456

    		-1.7 ms

  





  

    		2025-01-30 07:03:24.155041

    		-0.2 ms

  





  

    		2025-01-30 08:03:25.916406

    		3.0 ms

  





  

    		2025-01-30 09:03:27.743787

    		3.6 ms

  





  

    		2025-01-30 10:03:29.43074

    		-1.1 ms

  





  

    		2025-01-30 11:03:31.388468

    		5.1 ms

  





  

    		2025-01-30 12:03:33.109045

    		2.7 ms

  





  

    		2025-01-30 13:03:34.79693

    		-0.7 ms

  





  

    		2025-01-30 14:03:36.691067

    		-1.6 ms

  





  

    		2025-01-30 15:03:39.124975

    		-0.9 ms

  





  

    		2025-01-30 16:03:41.439191

    		-0.2 ms

  





  

    		2025-01-30 17:03:43.284691

    		0.6 ms

  





  

    		2025-01-30 18:03:44.823139

    		0.6 ms

  





  

    		2025-01-30 19:03:47.017733

    		-2.6 ms

  





  

    		2025-01-30 20:03:49.046962

    		-1.0 ms

  





  

    		2025-01-30 21:03:51.086241

    		-0.8 ms

  





  

    		2025-01-30 22:03:53.600367

    		0.5 ms

  





  

    		2025-01-30 23:03:57.153753

    		1.8 ms

  





  

    		2025-01-31 00:04:00.782047

    		-1.4 ms

  





  

    		2025-01-31 01:04:02.354798

    		-1.8 ms

  





  

    		2025-01-31 02:04:04.787031

    		-1.9 ms

  





  

    		2025-01-31 03:04:06.956117

    		-0.4 ms

  





  

    		2025-01-31 04:04:10.039169

    		-0.5 ms

  





  

    		2025-01-31 05:04:14.204086

    		2.0 ms

  





  

    		2025-01-31 06:04:16.263645

    		2.0 ms

  





  

    		2025-01-31 07:04:20.023826

    		-1.0 ms

  





  

    		2025-01-31 08:04:22.16769

    		2.5 ms

  





  

    		2025-01-31 09:04:23.939098

    		-0.8 ms

  





  

    		2025-01-31 10:04:25.687978

    		-1.5 ms

  





  

    		2025-01-31 11:04:27.63336

    		1.7 ms

  





  

    		2025-01-31 12:04:29.727017

    		-0.6 ms

  





  

    		2025-01-31 13:04:31.803646

    		0.7 ms

  





  

    		2025-01-31 14:04:33.554905

    		-0.1 ms

  





  

    		2025-01-31 15:04:35.944013

    		-4.4 ms

  





  

    		2025-01-31 16:04:37.564054

    		1.1 ms

  





  

    		2025-01-31 17:04:40.604019

    		0.3 ms

  





  

    		2025-01-31 18:04:42.406178

    		-1.6 ms

  





  

    		2025-01-31 19:04:45.622751

    		-0.2 ms

  





  

    		2025-01-31 20:04:49.227178

    		0.5 ms

  





  

    		2025-01-31 21:04:51.825251

    		1.5 ms

  





  

    		2025-01-31 22:04:53.624084

    		0.4 ms

  





  

    		2025-01-31 23:04:56.885437

    		-0.6 ms

  





  

    		2025-02-01 00:05:00.579817

    		0.3 ms

  





  

    		2025-02-01 01:05:02.294314

    		-1.0 ms

  





  

    		2025-02-01 02:05:04.434352

    		0.6 ms

  





  

    		2025-02-01 03:05:06.782351

    		-2.7 ms

  





  

    		2025-02-01 04:05:09.196721

    		1.6 ms

  





  

    		2025-02-01 05:05:11.737806

    		0.5 ms

  





  

    		2025-02-01 06:05:14.451416

    		2.4 ms

  





  

    		2025-02-01 07:05:16.093793

    		1.5 ms

  





  

    		2025-02-01 08:05:17.719532

    		0.6 ms

  





  

    		2025-02-01 09:05:19.448491

    		-1.2 ms

  





  

    		2025-02-01 10:05:21.969288

    		-1.0 ms

  





  

    		2025-02-01 11:05:23.707031

    		2.1 ms

  





  

    		2025-02-01 12:05:25.567517

    		0.3 ms

  





  

    		2025-02-01 13:05:27.531315

    		2.7 ms

  





  

    		2025-02-01 14:05:29.320563

    		-0.9 ms

  





  

    		2025-02-01 15:05:31.149605

    		3.2 ms

  





  

    		2025-02-01 16:05:33.851609

    		0.1 ms

  





  

    		2025-02-01 17:05:36.123876

    		-0.5 ms

  





  

    		2025-02-01 18:05:37.713016

    		0.7 ms

  





  

    		2025-02-01 19:05:40.899956

    		1.7 ms

  





  

    		2025-02-01 20:05:43.362108

    		0.2 ms

  





  

    		2025-02-01 21:05:45.824998

    		-2.6 ms

  





  

    		2025-02-01 22:05:47.984966

    		0.1 ms

  





  

    		2025-02-01 23:05:49.734618

    		-0.2 ms

  





  

    		2025-02-02 00:05:51.924693

    		-1.9 ms

  





  

    		2025-02-02 01:05:53.586004

    		-1.6 ms

  





  

    		2025-02-02 02:05:55.803722

    		-1.6 ms

  





  

    		2025-02-02 03:05:57.987128

    		-0.3 ms

  





  

    		2025-02-02 04:05:59.691174

    		0.8 ms

  





  

    		2025-02-02 05:06:01.645107

    		0.9 ms

  





  

    		2025-02-02 06:06:03.478024

    		1.8 ms

  





  

    		2025-02-02 07:06:05.20973

    		0.1 ms

  





  

    		2025-02-02 08:06:08.539448

    		2.4 ms

  





  

    		2025-02-02 09:06:10.806248

    		0.5 ms

  





  

    		2025-02-02 10:06:13.322154

    		0.0 ms

  





  

    		2025-02-02 11:06:15.09936

    		-1.4 ms

  





  

    		2025-02-02 12:06:16.882507

    		-0.6 ms

  





  

    		2025-02-02 13:06:19.029188

    		2.8 ms

  





  

    		2025-02-02 14:06:22.080397

    		-0.7 ms

  





  

    		2025-02-02 15:06:25.070211

    		0.6 ms

  





  

    		2025-02-02 16:06:26.831745

    		-1.3 ms

  





  

    		2025-02-02 17:06:28.884249

    		-2.6 ms

  





  

    		2025-02-02 18:06:30.856355

    		0.3 ms

  





  

    		2025-02-02 19:06:33.127994

    		-0.2 ms

  





  

    		2025-02-02 20:06:35.494752

    		0.5 ms

  





  

    		2025-02-02 21:06:37.918995

    		2.3 ms

  





  

    		2025-02-02 22:06:40.716776

    		2.3 ms

  





  

    		2025-02-02 23:06:44.385119

    		-0.3 ms

  





  

    		2025-02-03 00:06:46.715958

    		-1.1 ms

  





  

    		2025-02-03 01:06:48.956991

    		1.1 ms

  





  

    		2025-02-03 02:06:51.182607

    		-2.3 ms

  





  

    		2025-02-03 03:06:53.197566

    		1.9 ms

  





  

    		2025-02-03 04:06:56.73157

    		3.6 ms

  





  

    		2025-02-03 05:06:59.385441

    		2.0 ms

  





  

    		2025-02-03 06:07:01.974857

    		0.3 ms

  





  

    		2025-02-03 07:07:05.281383

    		0.3 ms

  





  

    		2025-02-03 08:07:07.965245

    		3.1 ms

  





  

    		2025-02-03 09:07:09.987149

    		2.0 ms

  





  

    		2025-02-03 10:07:11.556533

    		-0.6 ms

  





  

    		2025-02-03 11:07:13.202547

    		1.7 ms

  





  

    		2025-02-03 12:07:15.214027

    		0.3 ms

  





  

    		2025-02-03 13:07:17.893048

    		1.3 ms

  





  

    		2025-02-03 14:07:20.047067

    		1.3 ms

  





  

    		2025-02-03 15:07:22.52756

    		-0.7 ms

  





  

    		2025-02-03 16:07:24.76515

    		1.5 ms

  





  

    		2025-02-03 17:07:27.390105

    		1.6 ms

  





  

    		2025-02-03 18:07:30.722384

    		1.3 ms

  





  

    		2025-02-03 19:07:32.688556

    		1.0 ms

  





  

    		2025-02-03 20:07:35.060053

    		1.2 ms

  





  

    		2025-02-03 21:07:37.376638

    		2.1 ms

  





  

    		2025-02-03 22:07:39.276553

    		1.8 ms

  





  

    		2025-02-03 23:07:40.987339

    		-0.6 ms

  





  

    		2025-02-04 00:07:42.550844

    		0.8 ms

  





  

    		2025-02-04 01:07:44.846633

    		-2.8 ms

  





  

    		2025-02-04 02:07:47.295168

    		-3.2 ms

  





  

    		2025-02-04 03:07:48.998458

    		-3.5 ms

  





  

    		2025-02-04 04:07:50.514783

    		-0.7 ms

  





  

    		2025-02-04 05:07:52.585015

    		-0.8 ms

  





  

    		2025-02-04 06:07:54.336103

    		-0.2 ms

  





  

    		2025-02-04 07:07:56.947041

    		2.0 ms

  





  

    		2025-02-04 08:07:58.795203

    		0.7 ms

  





  

    		2025-02-04 09:08:00.535698

    		2.2 ms

  





  

    		2025-02-04 10:08:02.665207

    		-1.6 ms

  





  

    		2025-02-04 11:08:04.684203

    		2.8 ms

  





  

    		2025-02-04 12:08:06.672802

    		0.0 ms

  





  

    		2025-02-04 13:08:08.712853

    		-0.3 ms

  





  

    		2025-02-04 14:08:10.573139

    		-1.0 ms

  





  

    		2025-02-04 15:08:12.343933

    		-0.1 ms

  





  

    		2025-02-04 16:08:14.390233

    		1.3 ms

  





  

    		2025-02-04 17:08:16.575882

    		1.0 ms

  





  

    		2025-02-04 18:08:18.137538

    		-1.9 ms

  





  

    		2025-02-04 19:08:19.969913

    		1.4 ms

  





  

    		2025-02-04 20:08:22.511329

    		-1.0 ms

  





  

    		2025-02-04 21:08:24.970953

    		0.1 ms

  





  

    		2025-02-04 22:08:27.074984

    		0.9 ms

  





  

    		2025-02-04 23:08:29.25442

    		-2.9 ms

  





  

    		2025-02-05 00:08:32.68587

    		-2.1 ms

  





  

    		2025-02-05 01:08:34.31816

    		-6.4 ms

  





  

    		2025-02-05 02:08:36.656224

    		-0.9 ms

  





  

    		2025-02-05 03:08:39.039098

    		0.1 ms

  





  

    		2025-02-05 04:08:41.266032

    		-1.1 ms

  





  

    		2025-02-05 05:08:43.430852

    		-2.7 ms

  





  

    		2025-02-05 06:08:45.750551

    		-2.2 ms

  





  

    		2025-02-05 07:08:48.578117

    		-0.8 ms

  





  

    		2025-02-05 08:08:51.145749

    		-2.4 ms

  





  

    		2025-02-05 09:08:52.830246

    		3.7 ms

  





  

    		2025-02-05 10:08:55.25477

    		1.6 ms

  





  

    		2025-02-05 11:08:57.037309

    		1.4 ms

  





  

    		2025-02-05 12:08:58.601926

    		0.8 ms

  





  

    		2025-02-05 13:09:00.363293

    		1.5 ms

  





  

    		2025-02-05 14:09:02.448527

    		-0.6 ms

  





  

    		2025-02-05 15:09:04.211687

    		-0.7 ms

  





  

    		2025-02-05 16:09:06.285359

    		-0.7 ms

  





  

    		2025-02-05 17:09:07.96042

    		-0.1 ms

  





  

    		2025-02-05 18:09:11.048906

    		1.6 ms

  





  

    		2025-02-05 19:09:12.892237

    		3.4 ms

  





  

    		2025-02-05 20:09:15.273986

    		1.8 ms

  





  

    		2025-02-05 21:09:17.892839

    		-1.0 ms

  





  

    		2025-02-05 22:09:20.049806

    		-0.4 ms

  





  

    		2025-02-05 23:09:22.901467

    		1.3 ms

  





  

    		2025-02-06 00:09:25.061641

    		0.6 ms

  





  

    		2025-02-06 01:09:27.591759

    		-2.1 ms

  





  

    		2025-02-06 02:09:29.703489

    		-0.2 ms

  





  

    		2025-02-06 03:09:32.282988

    		-1.1 ms

  





  

    		2025-02-06 04:09:34.308161

    		-0.4 ms

  





  

    		2025-02-06 05:09:36.630497

    		0.7 ms

  





  

    		2025-02-06 06:09:38.929807

    		1.7 ms

  





  

    		2025-02-06 07:09:41.793704

    		-0.4 ms

  





  

    		2025-02-06 08:09:44.711537

    		0.2 ms

  





  

    		2025-02-06 09:09:47.398948

    		-0.4 ms

  





  

    		2025-02-06 10:09:48.884328

    		1.8 ms

  





  

    		2025-02-06 11:09:50.807509

    		1.0 ms

  





  

    		2025-02-06 12:09:52.288829

    		1.0 ms

  





  

    		2025-02-06 13:09:54.402029

    		-0.5 ms

  





  

    		2025-02-06 14:09:57.314394

    		3.3 ms

  





  

    		2025-02-06 15:09:59.234224

    		-0.1 ms

  





  

    		2025-02-06 16:10:00.698177

    		-1.0 ms

  





  

    		2025-02-06 17:10:04.0095

    		-1.3 ms

  





  

    		2025-02-06 18:10:06.338671

    		-2.7 ms

  





  

    		2025-02-06 19:10:08.931647

    		2.3 ms

  





  

    		2025-02-06 20:10:10.626247

    		-0.3 ms

  





  

    		2025-02-06 21:10:12.437599

    		-1.9 ms

  





  

    		2025-02-06 22:10:14.540406

    		0.2 ms

  





  

    		2025-02-06 23:10:16.185364

    		-3.7 ms

  





  

    		2025-02-07 00:10:18.180387

    		-3.3 ms

  





  

    		2025-02-07 01:10:20.217954

    		-1.6 ms

  





  

    		2025-02-07 02:10:22.263939

    		-0.1 ms

  





  

    		2025-02-07 03:10:24.493788

    		-0.4 ms

  





  

    		2025-02-07 04:10:26.379737

    		0.8 ms

  





  

    		2025-02-07 05:10:28.516811

    		0.9 ms

  





  

    		2025-02-07 06:10:30.810597

    		1.9 ms

  





  

    		2025-02-07 07:10:32.824241

    		1.3 ms

  





  

    		2025-02-07 08:10:35.767578

    		1.3 ms

  





  

    		2025-02-07 09:10:37.408804

    		-1.0 ms

  





  

    		2025-02-07 10:10:39.755419

    		-0.3 ms

  





  

    		2025-02-07 11:10:42.627907

    		-0.3 ms

  





  

    		2025-02-07 12:10:44.155861

    		-1.2 ms

  





  

    		2025-02-07 13:10:46.064811

    		1.9 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-02-07 13:17:45.864 UTC

    		194.6.236.154

    		Per Vorberg (PV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-02-07 13:18:25.54 UTC

    		194.6.236.154

    		Per Vorberg (PV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-01-23 17:05:19 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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